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Abstract —Cloud computing involves delivery of services to the internet. These are Iass(Infrastructure as a 

service),Paas(Platform as aservice), Saas(Software as a service) respectively. Provision of memory resource is a 

significant part of cloud computing. Now days because of implementation of ERP system or automization of industrial 

work many organization encounters limited storage space. As a result Organization has started outsourcing of data. 

Consequently, confidentiality of data and faster retrieval of data erupted as a major challenge. To best of my knowledge 

existing system for retrieval of huge amount of data is inefficient and time consuming. We have proposed cluster based 

multi-keyword search on cloud data that culminates in comparisons required to perform search are reduced  and time 

required to search is  reduced. 
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I. INTRODUCTION: 

Computing means the availing of computer as hardware or software resource. Cloud computing is defined as delivery of 

computing resources over internet. Cloud is based on pay per use model where the users are charged only for duration 

when the services are used. Cloud provides infinite storage to the users at limited setup and usage cost. The prime 

requirement of cloud usage is the internet availability. Due to the low cost and fast speed availability of internet, 

organizations are motivated to outsource their data on the cloud. There are large number of cloud service providers namely 

VMware, Microsoft, Google, Saleforce.com, Rackspace and Amazon. The organization can deploy a private cloud or may 

use a public cloud to store their data. As public cloud involves less cost and time, many organizations prefer using a public 
cloud. 

The use of public cloud introduces security breaches such as data leakage, data theft.  In order to provide security, the 

data is encrypted before outsourcing it to the cloud. So, confidentiality of the data is retained using cryptography. The use 

of cryptography to convert this confidential data into human unreadable form introduces the challenge of effective 

searching over this data. A native approach to search data is to download the entire encrypted dataset from the remote 

cloud server to the local machine. The entire dataset is decrypted and then the desired documents are retrieved. End users 

possessing mobile devices or thin clients are limited by the memory available and thus makes this approach inefficient for 

perform searching on encrypted data.  In this paper, the aim is to provide a cluster based search scheme using which the 

desired documents can be retrieved with fewer comparisons. In the cluster based search scheme, the entire document 

collection is partitioned into multiple clusters to provide efficient searching. In this way number of comparisons is reduced, 

consequently, the average search time is also reduced. 
 

II. DESIGN GOALS 

In this paper, we propose a cluster based approach for multi-keyword search on encrypted cloud data. The goals of the 

proposed searched scheme are 

1. To retrieve the desired relevant documents corresponding to the search query in an efficient manner by reducing the 

number of comparisons and time required. 

2. To declare a search unsuccessful in an efficient manner by performing fewer comparisons and in minimum possible 

time. 

 

III. POPOSED CLUSTER-BASED MULTI-KEYWORD SEARCH ON CLOUD DATA 

 
Proposed cluster based multi keyword search on cloud data can be classified into three phases, namely, cluster 

generation, indexing and retrieval phase. 

 

       3.1 Cluster generation Phase  

Initially keywords are extracted from each document. Based on the similarity of keywords extracted from each 

document, the documents are partitioned into multiple clusters. For instance, if an organization is willing to 

outsource their confidential data on cloud, then such document can be clustered based on categories such as 

Finance, inventory and personnel. 
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       3.2 Indexing Phase 

 

3.2.1 Document index generation 
The keywords extracted from each document in the previous phase are used to generate the document index. For 

each keyword wi appearing with in the document, the secret key for HMAC(hash-based message authentication 

code) is generated using hash function( for example MD-5, SHA-1, and SHA-2). The hash value calculated on the 
given keyword is send to the data owner. The data owner retrieves the secret key corresponding to the hash value. 

The secret key is shared with the end user using public key encryption scheme. For keywords generating same hash 

value, the secret key is retrieved only once from the data owner. 

 

Upon receiving the secret key, HMAC is calculated on the keyword to generate the hexadecimal index. This 

hexadecimal value is converted to binary equivalent which is reduced in length. This process of reduction of the 

index involves dividing the binary string into smaller substrings of equal length. If all bits in the substrings are zero, 

then the output value for that substring is zero. If any one of the bit is 1, then the output is 1. 

The reduction step is 

Example: - H (keyword) = 100 output is 1 

H (keyword) = 111 output is 1 

H (keyword) = 010 output is 1 
H (keyword) = 011 output is 1 

H (keyword) = 000 output is 0 

The final index is obtained by taking the bitwise product of the indices obtained for each keyword 

 

Index (keyword 1) =111….. 10 

Index (keyword 1) =101….. 11 

Index (keyword 1) = 101…..10 

 

Algorithm -1: Document Index Generation. 

Input: F: the document collection 

for each document Fi belongs to F do 
for each  keyword Fi belongs to Fi do 

secret_index  hash(wi) 

retrieve the secret_key corresponding to the secret_index from the data owner 

index  HMAC(wi, secret_key) 

Ii  Reduce(index) 

end for 

Document Index IBitwise product (Ii) 

end for 

return document index I 

 

3.2.2 Cluster index generation 

During cluster generation phase, the documents are partitioned into multiple clusters. These documents are used to 
generate the cluster index. The cluster index is generated using the bitwise product of the indices of all documents 

appearing with in the cluster. 

 

3.2.3 Document Encryption 

Depending on the choice of data owner, any symmetric key encryption algorithm can be used. Symmetric key based 

approach is used to handle large size data and is fast. For security this key is kept confidential. 

 

 3.3 Retrieval phase 

 

  3.3.1 Query Generation 

The authorized user willing to perform search on the encrypted cloud data calculates the hash value for each search 
term is obtained from the data owner. Using the received secret keys, HMAC is calculated and the process similar 

to the cluster index generation is used to generate search query. 

 

 

Algorithm 2:- 

Query index generation 
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Input:{k1,k2,….kn}: set of keywords. 

for each keyword ki do 

secret_indexhash(wi) 

if(secret key corresponding to the secret_index not previously received ) 

retrieve the secret_key corresponding to the secret_index from the data owner 

end if 

indexHMAC(wi,secret_key) 

IiReduce(index) 

end for 
Query IndexQBitwise Product(Ii) 

return Query Index Q 

 

3.3.2 Document searching on the cloud server: 

Upon receiving the query string, the cloud sever will select the appropriate cluster by comparing the query string 

with the cluster index. The comparison is made by comparing the bit positions with 0 values in the query index 

with the corresponding bit position in the cluster index. If both values are zero, then matching process will continue 

else it is assumed to be mismatch. 

 

Algorithm -3: Cluster Selection 

Input: Query String Q 

 
for each cluster index Ii do 

if for all the bits j with Qj=0, the value of Ii is also 0 

return cluster i 

end if 

end for 

 

3.3.3 Document Decryption: 

The metadata corresponding to the documents retrieved as relevant is presented to the user. The end user analyses 

the metadata and requests cloud server for a particular encrypted document. In order to decrypt the document, 

secret key is required by user. A request is made to data owner to provide secret key. Upon receiving the secret key, 

the document is decrypted using the same algorithm which is used by data owner during document encryption. 
 

 

IV. CONCLUSION 
In this paper, we have proposed a cluster based approach for multi-keyword search on encrypted cloud data. The proposed 

scheme permits the user to efficiently perform search over the encrypted cloud data. To do so, thee data owner generates 

the cluster index and document index. The documents are encrypted and outsourced to cloud. Following things are 

analyzed:- 

1. The proposed search scheme reduces the time and number of comparisons required to retrieve the desired 

documents. 

2. The proposed search scheme requires less time as compared to the existing method even if documents appear in 

multiple clusters. 
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