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Abstract— Denial of Service (DoS) attack is one type of attacks in MANET, which detection and prevention is difficult. Jellyfish
attack is DoS attack which further divided into three types like JF Reorder Attack, JF Periodic Dropping Attack and Jellyfish Delay
Variance Attack. Jellyfish attack delay data packets for some amount of time means high end-to- end delay in the network and that
reduce the performance of network. Jellyfish attack is difficult to detect as it obeys all the protocol rules. In this paper we discussed
different techniques to detect and prevent jellyfish attack like cluster base and super cluster base technique, non-cryptography
approach technique, Efficient Transmission Control Protocol to detect JFDV attack, Enhanced AODV Routing Protocols to detect
JFDV attack, Mitigating Jellyfish Attack technique, Use displacement frequency and reorder density parameters to detect Jellyfish
Reorder Attack.
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l. INTRODUCTION

In mobile ad hoc network mobile nodes are communicate with each other using wireless links and without any specified
infrastructure or any centralized access point or base station. MANET is easily adaptable and self-configurable network so it is
deploy quickly. MANET’s node communicates with its limited range even though it works as host as well as router. The network
in MANET is access by valid users as well as attacker because of MANET has no specified boundary or infrastructure. [1]

Characteristics of MANET likes lack of centralized authority, limited communication range, high power constraints, highly
dynamic topology, inter node connected with mutual trust base that make them vulnerable to security attacks. [3]

Application of MANET: In robot networks, vehicular networks (VANETS), campus networks, home networking, indoor and
outdoor conferences, emergency operations, rescue during natural calamities or tragedies, military services and disaster relief. [7]

Security issues: Outside attackers without trust relationship and inside attackers with trust relationship connected to the nodes
which disrupt whole network. MANET is vulnerable from inside attackers because nodes communicate with each other on trust
base and there is no centralized access point for monitoring them. [1]

1. JELLYFISH ATTACK IN MANET

Jellyfish attack is DoS attack which further divided into three types like JF Reorder Attack, JF Periodic Dropping Attack and
Jellyfish Delay Variance Attack. In this kind of attack, the malicious node produces high end to end delay in the network and that
reduce the performance of network. To prevent itself from detection and diagnosis, JF node remains active in both route discovery
process and packet forwarding process. [3]
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JF attack follows all the protocol rules so it detection is difficult. Jellyfish attack similar as blackhole attack but the difference is

that the blackhole attacker node drops all the data packets and jellyfish attacker node produces high end to end delay during
forwarding the data packets. [1]

Jellyfish attack targets closed loop flows because of that flow react by packet loss and delay. To make diagnosis in order, jellyfish
attacks compliance both control plane and data plane. Jellyfish attack detection is very costly and time consuming.

Jellyfish attack Application: HTTP, file transfer, real time video etc. TCP connection has desynchronizes because data packet
delay by Jellyfish attack which reduces network performance. [5]
TYPES OF JELLYFISH ATTACK

A. Jellyfish Reorder Attack:

Jellyfish (JF) node creates a reordering k size buffer instead of forwarding them in FIFO buffer. Duplicate acknowledgement is
sent to the sender while packets arrive in re-order at the destination side. Without waiting for retransmission timeout, sender
retransmits the data packets if three duplicate acknowledgements are received at the sender side. The packet has reached at
destination side sender still believes that packet is lost. So sender retransmits the packet again and again that occur congestion in
network. If the length of reordering is equal to or more than the threshold of duplicate acknowledgement then sender assumes that
packets are lost. [8]

FIFO Buffer ‘

Packets Packets
Incoming Qutgoing

Reorder buffer of size k

Figure 1: Jellyfish Reorder Attack [1]
B. Jellyfish Periodic Dropping Attack:

Due to congestion, TCP throughput will be reducing because node forces to drop packets periodically. JF node may either chose
fraction for dropping the packets or may discard all the packets which are received for some particular amount of time e.g.
dropping some milliseconds in every 1 second near the timeout scale. When the flow becomes stable attacker repeats their work
of dropping the data packet so it reduce the performance of network. [1]

FIFO Buffer

Packets Packets
Incoming = Outgoing

|:| Periodic Dropping

Figure 2: Periodic dropping attack [1]
C. Jellyfish Delay Variance Attack:
In JFDV attack, JF nodes are random delay between each data packets for some amount of time. This process force to send traffic

bursts and eventually create more collisions in network. In TCP, if the acknowledgement of forwarding data packet is not received
within round trip time (RTT) of data packet so accordingly that the value of RTO will be increase. [3]
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Packet Coming in Burst

time ——

Random delay between each packet

Figure 3: Delay Variance Attack [1]
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Jellyfish delay variation leads the following situations in the network:

1. Jellyfish node increases re-transmission timeout (RTO) as compare to round trip time (RTT).
2. It increases collision and loss of packets due to data traffic burst.

3. Due to congestion delay available bandwidth is unutilized. [3]

I1l. LITERATURE REVIEW

e  Cluster based and Super Cluster based intrusion detection and prevention techniques for JF Reorder Attack [2]

A. Cluster Based Intrusion Detection and Prevention Technique (CBIDPT)for JF Reorder Attack[2]

Multiple mobile nodes are connected to each other with limited communication range and it create cluster. A cluster head is
elected by each mobile nodes of every cluster which are in range. [2]

Cluster head elects on the basis of following two consideration points:
1) Fairness: The probability of every node become a cluster head should be equal.
2) Efficiency: Efficient cluster head should be selected through some methods or techniques.

Cluster head has responsibility to detect the attacker node from different clusters. In CBIDPT, source node and intermediate nodes
make entry into its FIFO buffer then it forward the data packet to the neighbor node. Source node and intermediate node sends
same FIFO buffer to cluster head also. Cluster head compares its sequence numbers of FIFO buffer with sequence numbers of all
intermediate nodes FIFO buffer. If any reordering is found in forwarding data packet, cluster head automatically omits that
intruder node on the basis of their ID which is already stored in cluster head. Then cluster head searches for other optimum route
which has not any type of intruder node. [2]
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Figure 4: Intrusion Detection using CBIDPT [2]
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Figure 5: Normal flow after intrusion detection and prevention using CBIDPT [2]
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B. Super Cluster Based Intrusion Detection and Prevention Technique (SCBIDPT)for JF Reorder Attack [2]

Super Cluster is build by collecting multiple clusters. When cluster head (also an intermediate node) becomes intruder that time
SCBIDPT is use. Super cluster head is the supreme authority to check misbehavior of different cluster heads. All work same in
CBIDPT and SCBIDPT. But only super cluster head have authority to remove cluster head from the network when cluster head
become intruder. [2]

CH

cluster 1 cluster 2

SCH- Super Cluster Head

CH. Cluster Head

Super Cluster cluster 3

Figure 6: Intrusion Detection using SCBIDPT [2]

e Non-cryptography approach for detection and mitigation of JFDV Attack [3]

Non-cryptography approach is work basically on delay threshold time. Where delay threshold time defines as a time interval
boundary of all enroute nodes of forwarding data packet. This approach has following two phases:

1. To analyze all data packets and check which particular data packet among them is delaying data packet at enroute nodes. Any
misbehavior found during analysis, decides malicious (JF) node present in the routing path of data packet.

2. After detection of JF node presence it re-routing the forwarding data packet through alternate optimum routing path which
having non-malicious nodes.

If difference between time of current forwarding data packet and their previous send data packet with delay threshold time is
greater than JF attack is detected. For prevention of JF attack re-routing process is used.

» Re-routing Process: For example: Source node S send forwarding data packet to destination node D through the nodes
1, 2 and 3. In this process node No. 2 delay in forwarding data packet to its neighbor node 3 in process means that node No.
2 behaves as JF node. After detection of such JF node present in the process then node No. 1 searches other alternate node
having non-malicious node for forwarding the data packet. [3]

Figure 7: Re-Routing of data packet in OLSR [3]
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o Efficient Transmission Control Protocol (E-TCP) [4]

Jellyfish delay variance attack delays the data packet during forwarding the data packets to the destination. Because of that packet
ACK is also delayed and sender assumes that the packet has been lost. In this situation sender retransmits the same packet again
and again that create congestion in the network. If cluster head time equal to intermediate node buffer entry time than efficient
TCP otherwise not. [4]

E-TCP protocol prevents JFDV attack by disabling fast retransmission of malicious data packets and enabling selective ACK in
order of send data packet. The network performance is improved by TCP protocol so it named as Efficient Transmission Control
Protocol (E-TCP).

e Enhanced AODV routing protocols (EAODV) for detect JFDV attack [5]

Enhanced AODV (EAODV) routing protocol is detect the JF delay variance attack and also removes attacker node without its
knowledge. After certain interval of time each node sends a normal broadcast packet in EAODV then check which node among its
neighboring nodes is delaying the data packet by time more than the threshold time of network. For that it checks receive time and
sending time difference greater then threshold JF node present otherwise not. In route discovery reply from JF node is discarded
and choose alternate path.

e Mitigating Jellyfish Attack [7]

In modified TCP protocol output is very low or RTO value is high so it starts sending catalyst-helper packets (CHPs) with a
constant ratio to check if congestion is still there or not. If no longer congestion in network, it avoids long waiting time and it
allows observing nodes to detect misbehaviors of attacker node in the network. [7]

Furthermore, each flow have unique id number (flow id) while forwarding the data packets. Observing node has 3-tuple values (IP
address, SEQ, flow id) for identify packets.

» Detection Mechanism of JF Periodic Attack: These detection mechanisms collect FORWARDED actions which
named as evidences. The more evidences are collected through this mechanism then results of JF periodic attack detection is
more accurate.[7]

If the observed node o is non malicious then gap g is very small so it will not include drop intervals and the evidences will be
distributed in whole interval. If node o is malicious then g will be high enough so it includes some pure drop intervals.
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Figure 8: JF Periodic Attacks (Detection Mechanism) [7]
» Detecting Jellyfish Reorder Attack: Observing nodes comparing the SEQ numbers of all outgoing packets (of the
same flow) for detection of packet reordering. If an observed node send packets SEQ numbers is lower than the sent packet
SEQ number, it occur misbehavior. If misbehaviors occur for at least T .oqer SECONS, it detects JF reorder attack.

If a sufferer flow result is very low then it sending CHPs and attacker is continuously reordering of packets. Thus the attack
will be detected by one neighbor hop.

e Use using displacement frequency and reorder density parameters for detect Jellyfish Reorder Attack [8]

In this method, packet arrives at its destination it use assign value of packet which called as receive index (RI) and sequence
number (S) respectively. For find reorder density (RD) use receive index (RI) and sequence number (S) of packet. [8]
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Where Reorder Density (RD) is use to detect and capture the nature of reordering in a packet flow which is separate density
function. Packet displacement frequency called as Frequency Density (FD).

For calculating metric i.e. >, FD*RD use the product of frequency density and reorder density of all the displacements and their
summation. Displacement Frequency is the displacement of k with number of packets arriving this term is denoted by FD[K]. [8]

IV. CONCLUSION AND FUTURE SCOPE

In jellyfish attack, the malicious node produces delay before the transmission and reception of data packets in the network.
Jellyfish attack delay data packets for some amount of time. So, result is high end-to- end delay in the network and that reduce the
performance of network.

Here, we discussed detection and prevention techniques for jellyfish attack. We can detect jellyfish attack by all above techniques
but we don’t know delay is occurring due to congestion or JF node. This problem is solve in future by considering parameter likes
sending and receiving time of forwarding data packet compare with its threshold time of packet and load of network.
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