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  

Abstract— In past when a camera manufacturer release a new camera it would develop new technology protocol to 

go with it. This matter becomes more complex so organizations want to develop separate driver for VMS (video 

management system). ONVIF allows VMS to integrate with camera from multiple different manufacturers easily. 

The proposed system will be helpful for interoperability like products from various manufacturers can be used in the 

same system. .The main aim is to solve the IP surveillance system interoperability between product regardless of 

manufacturer. 
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I. INTRODUCTION 
 
onvif is an open industry forum for the development of a global standard for the interface of IP-based physical security 

products. ONVIF will create a standard for how IP products within video surveillance and other physical security areas can 

communicate with each other. so aim is to solve the IP surveillance systems interoperability between products regardless of 

manufacturers. ONVIF will create a standard for how IP products within video surveillance and other physical security areas 

can communicate with each other. 
 

II. BASICS OF ONVIF  

 
A) Core Concepts ONVIF  

 
Standardization of communication between IP-based physical security. Interoperability between IP-based physical 

security products regardless of manufacturer. Open to all companies and organizations. 
 

 
B) ONVIF is divided into 3 profiles depending on user requirement:  

 
Profile S: - Addresses common functionalities of IP video systems, such as audio and video streaming, PTZ controls 
and relay activation. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1: Profile S 
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Profile C: - Addresses common functionalities of IP access control systems, such as door state and control, credential 
management and event handling. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: Profile C 

 
Profile G: - Address video storage, recording, search and retrieval. 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 3: Profile G 
C) ONVIF Specification 
 
1. IP Configuration   
2. Device Discovery   
3. Device Management   
4. Real time viewing   
5. Media Configuration   
6. Event Handling   
7. PTZ camera control.  
 

III. PROPOSED SYSTEM DESIGN  

A. Block Diagram  

 

 
 
 
 
 
 
 
 
 
 

Figure 4 : System Block Diagram 
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There are 3 main Client Modules. 
 
Onvif Client APIs  
 Initialize Onvif Library 



 Discover Devices 


 Onvif Client Perfom Operation 


 DeInitialize Onvif Library 


XML Serializer APIs 

 Initialize XML Context 


 DeSerialize XML 


 Serialize XML 


 DeInitialize XML Context 


XML Communicator APIs 

 Send And Receive XML Buffer 

 
B. System Flow Of Onvif Profile S  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5 :System Flow Diagram 

 
Server (camera) sends four times Hello message to client(listen mode) through Multicast IP. client connects to that Port 

IP & XML communication takes place between them. client sends XML data over cURL, converting structure to XML 

through XML serializer. Response received from camera is in XML format so XML deserializer converts XML to 

Structure. Client fills the response structure to check if any error is there. Finally the response received is deployed in 

VLC. 
 
C. Technology Used. 
 

1. cURL(client URL)
[8]

 
 
curl_easy_init() - This function must be the first function to call, and it returns a CURL easy handle that you must 

use as input to other functions. curl_easy_setopt() - It is used to tell libcurl how to behave. By setting the 

appropriate options, the application can change libcurl's behavior. curl_easy_perform() - performs the entire 

request in a blocking manner and returns when done, or if it failed. curl_easy_cleanup() - This function must be the 

last function to call for an easy session. This closes all connections & all memory associated with it. 

curl_easy_getinfo() - Request internal information from the curl session. 
 

2. SOAP(Simple Object Access Protocol)
[9]

 

 
XML based messaging Protocol.Communication protocol designed to communicate via Internet.Extend HTTP for 
XML messaging.Broadcasting a message  
.XML way of defining what information is sent and how.Easily connect to remote services. 
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3. WSDL(Web Services Description Language)

[9]
 

 
Provide services as collections of network endpoints.Provide the XML format for documents Combination with 
SOAP and XML to provide web services over the internet. 
 
C. Flowchart 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6 : Software running processes based on ONVIF 
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IV.  RESULTS 

 
A. ONVIF DEVICE TEST TOOL 

 
Entering the username and password of camera and getting the response. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 7 : Login Camera 
 
Figure shows the Request that can be passed to camera. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 8 : Get system date and time (request passed) Figure shows the XML request & XML Response. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9 : Get system date and time (request and response) 
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B. WIRESHARK OUTPUT WINDOW 
 
 
Sending the request of GetSystemDateAndTime in XML to onvif supported camera. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure10:Sending the request for Get System Date & time to camera. 

 
Camera sends GetSystemDateAndTime response in XML form & we are testing the output in wireshark Window. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 11 : Receiving the response Of Get system Date & time. 
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C. VISUAL STUDIO 

 
Sending the Request through cURL to Camera Ip Address & getting Hello World as a response from camera 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 12 : Request through cURL 

 
Login the camera by entering username & password & getting the Device information in response as shown below. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 13 : Output Window 

 
V. CONCLUSION AND FUTURE WORK  

 
This system will provide the interoperability ie. Products from various manufacturers can be used in the same system & speak 

the same language as the code is generic, but the camera must be ONVIF supported.Development of ONVIF profile C, profile G, 

Profile Q can be done in future. 
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