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Abstract--In this modern era computer network became basic choice for every aspect of day to day life. Computer network 
growing vigorously. Managing this complex network only through the human effort is difficult. Hence there is need of tool. 

This tool helps to handle each aspect of network administration with the user friendly graphical interface, with visually 

enrich output to display the command utilities. These information provided by the tool is easily summarized and necessary 

action will be taken by the administrator. 
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I .INTRODUCTION 

In today‟s world computer network has become an essential part in everyone‟s life, the world without the computers is 
impossible to imagine, every action and transaction of this modern era crosses the computer network at least once. Every 

corner of society like Education, Banking, Hospitals, Business, Transport, Governance, etc. All dependents on internet, 

computer network has developed vastly, to work this system smoothly and optimally network management system is 

necessary which includes configuration, performance, fault tolerance, accounting of computer network. 

 Network became more complex as it supports many application and more users, larger and complex network are difficult to 

handle by the human effort alone, for that administration tools are developed; these tools are also called management tools.  

Administration system is to manage and maintain the computer networks and provide optimal usages of network.  

Networks is not fixed in size, as number of users increase network needs additional resources. In networks users to gain 
access   some login mechanism are maintained, logging gives the detail information about resource access. This helps to 

analyses the network for security.  

Hence there is a need of some kind of tool to monitor, rule, maintain, control unauthorized user access and also to provide 
security in networks. Tool is also part of network that contain all network user information to register the resource details 

with corresponding users. It acts like a console portion of the network. 

II. PROBLEM STATEMENT 

There are many networking tool and utilities are available. They provide information about specific module of the network. 

Network administration measure the performance of network by considering the parameters  such as monitoring the entire 

network, configuration of network devices,  network analyzing and network monitoring. Through collected information from 

specific module by utilities.  These parameters need to be continuously monitored by administration tools, this monitoring 

time is more than the response time for failures and it also takes skilled persons for each section.  It creates another burden of 

remembering each utility and commands for the admins. This method consumes time, to fetch information and analyze the 

information a make necessary decision. It creates a delay in network handling. This approach is not effective.  
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III. PROPOSED SYSTEM 

                     The proposed paper will overcome the above mentioned drawbacks of the existing system 

 

                               Fig 1. Proposed block diagram 

Configuration module- this module is for configuration of the network. intern provide the assigning ip addresses, assigning 

hostnames, assigning network interface and setting a network interfaces up and down. 

 Monitoring of network- monitoring is continuously scanning mechanism, it provide the information about failure of the 

component or abnormal behavior of the network. Monitoring include bandwidth, performance, route, security health of the 

connection. 

Diagnostic of the network- this module helps to verify the connectivity problem of the network and failure problem of the 

network. 

Analyzing module-this module helps to analyze the packets which are generated by the network , sniffing and capturing the 

packets from the network interface and analyzing the data packet, traffic produced for the further need. 

IV.   SYSTEM ARCHITECTURE 

Interaction between the each module is shown in this architecture diagram. 

                              

                                                                      Fig 2. System architecture.          
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Table 1. Utilities used 

Legacy utility Note 

Ifconfig Address and link configuration 

Route Routing tables 

Arp Neighbor‟s 

Tcpdump Traffic monitor 

Nameif Rename network interfaces 

Hostname To assign hostname to the device 

Netstat Show various networking statistics 

 

 WORKING OF THE SYSTEM 

4.1 Network monitoring 

1. Bandwidth monitoring- utility used iftop is open source utility it monitor the bandwidth utilization of the the 

network. 

2. Security monitoring - ip filtering is simple mechanism in which authorized data packets is transmitted and received, 

others were rejected. 

 

           The Ipchains Utility: 

           It‟s chaining mechanism in which many ip filleting rules are kept. It is easy where      multiple commands are added 

together. 

         Nmap tool- used for security purpose 
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 Nap features include: 

 Host discovery – finding the hosts available on a network.  

 Port scanning–finding the open ports on target hosts. 

 Version detection – finding network services on remote devices to determine application name and version number.  

 Operating system detection – Determining the operating system and hardware statistics of network devices. 

4.2 System monitoring - top command is used to display information regarding process. It includes process id, memory 

usage, cup usage, and all current running processes in the system. This helps to take decisions about the processes.  

Iostat: it is command which display the statistics about the input output devices, and the information about the storage 

devices. It helps to take decision about the Io and storage devices. 

4.3 Performance – Collect is utility which helps to measure the performance of the network. It display the overall network 

usage and CPU usage. This tool displays the information about bandwidth usage, in coming bandwidth, outgoing band width. 

  4.4 Configuring- this module is designed using the commands which are related        to configure the network. 

 Ping utility – sends icmp packets to check the connectivity of the network. 

 Netstat- this tool helps to give the statics about network. 

 Ifconfig- this tool helps allow the configuration of the network such as assigning the static address 

to network ports. And also display the information regarding the each network ports, and 

broadcast id, gateway address all are viewed through this tool. 

 Ifup- this utility helps to active state of the ports. 

 Ifdown- this utility helps to off the service regarding the particular port or system. 

 Route-this commands help to display the routing table information. 

 Trace route- this utility helps to display the route information of the packet. 

 Dig- command helps to retrieve the information about the host. 

 Arp- display the internet to Ethernet address translation table. 

 Host- is utility to give the host information. 

4.5 Network analyzing- is module which is designed to analyze the packets in the network. 

Tcpdump- this tool provides the capturing packets from the port and allows to packet sniffing. It displays the packet 

information. 

Wire shark tool- this is sniffing tool with more color interface and gives the detailed information about packets. And allows 

capturing the packets originated from the ports. 
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V. RESULTS 

   1. nload command 

            

                                                     Fig 3. Output of nload command 

2.    top command 

           

                                       Fig 4. Top command output 

 

VI. CONCLUSION 

This proposed paper made network administration easier by providing the information about the network parameter under 

one framework. The output will be  enrich with color, graphs and charts   which helps to admin quickly visualize the 

information, and allows taking required decision quickly. This work reduced the number of special skilled persons required 

for the administration of the network.  
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