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Abstract--Cryptography is a technique related to aspects of information security such as data confidentiality, data
integrity and entity authentication. In data and telecommunication systems, Security is the most important part for an
effective communication, where to increase the security as well as complexity, more randomization in secret keys is
necessary to enhance the cryptography algorithms. In AES, Even though the round keys have high security, Power
analysis attack and Saturation attack are effective to the key expansion algorithm of AES due to reducible key rounds
and it leads to security problems. AES in simple, composite and extended mode, the main objective of the AES in
extended field is to reduce the memory required to perform sub bytes by replacing the two 256 byte lookup table
(LUT’s) that is one for encryption and the other for decryption. The cost of this replacement leads to an increase in
combinational logic which is used to perform affine transformation. The field over GF(28) called an extended field
while the more compact representation GF(24)2 is called a composite field. It reduces the size of LUT’s to 8 bytes.
The designs presented in this paper is simulated using Xilinx 14.2 software.

Key Terms—Advanced encryption standard, key expansion, simple, composite and extended etc.

I. INTRODUCTION

The word cryptography comes from the Greek words kpuvrro which means hidden or secret and ypagn means
writing. Cryptography is the art of secret writing. Generally, many people think of cryptography as the art of mangling
information into apparent unintelligibility in a manner by allowing a secret method of unmangling. The basic service
provided by cryptography is the ability to send information between the users in a way which prevents others from
reading it. Cryptography is based on representing the information as numbers and mathematically manipulating those
numbers. This kind of cryptography can provide other services, such as
* Integrity checking—reassuring the recipient of a message that the message has not been changed since it was generated
by a legitimate source.

*Authentication- verifying someone’s identity. A message in its original form is known as plain-text or clear-text. The
mangled information is known as cipher-text. The process for producing Cipher-text from plaintext is known as
encryption. The reverse of encryption is called decryption.

Advanced encryption standard (AES) was published by NIST(national institute of standard and technology) in
2001. AES is symmetric block cipher with a block length of 128 bits and support for key lengths of 128, 192 and 256 bits
which replaced DES (data encryption standard) as an approved standard for a wide range of application which can
encipher and decipher the data. The AES algorithm consists of three main parts:

1. Cipher (encryption).
2. Inverse cipher (decryption).
3. Key expansion.

Encryption converts the data into indiscernible form is called as cipher-text. Decryption converts the cipher text
into its indigenous form is called as decryption. Key expansion is used for generating the keys for 10 rounds which is
produced by the original input key every round keys are different from one another in order to improve the security of the
algorithm it is essential to improve the performance of the key expansion from the external attacks.

In some applications, such as smart cards, relatively small amounts of random access memory (RAM) and or
read only memory (ROM) are available for such purpose as code storage (generally in form ); Representation of data
object such as S-boxes and sub key storage (RAM).
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11. ADVANCED ENCRYPTION STANDARD ALGORITHM

2.1 AES Specification:

The Rijndael proposal for AES defined a cipher in which the block length and the key length can be specified
into 128, 192, or 256 hits. The AES specification uses the three key size alternatives but limits the length of the block to
128 bits.

Rijindael is designed to have the following characteristics:
e Resistance against all known attacks.
e Speed and code compactness on a wide range of platforms.
e Design simplicity.

The length of the key is represented by Nb=4.the input 128 bits is arranged in 4*4 matrix into 16 bytes which reflects the
number of 32 bit-bit words in the state.

Kev size (words/byvtes/bits) 4/16/128 6/24/192 8/32/256
Plain text block{words/bvtes/bits) 4/16/128 4/16/128 4/16/128
Number of rounds 10 12 14
Round kev size(words/bvtes/bits) 4/16/128 4/16/128 4/16/128
Expanded kev size(words/byvtes) 44176 52/208 60,240

Table 1: AES parameters

2.2 Modular inversion in extended field:

There are two fundamental steps performed in the subbytes transformation. The first step is the most complex and
the most difficult to implement in hardware. The second step is the affine transformation. The inverse subyte transform is
simply the two step reversed. Therefore during decryption the inverse subbytes step executes the inverse affine transform
and then determines the modular inverse. It is important because it allows entire subbyte operation to use one 256 byte
look up table containing all modular inverses in a Rijndael field. The affine transform used during subbyte is shown
below, Where b is the affine transform. The coefficient of the polynomial is transformed and multiplied with a binary

matrix, the result of which is XORed with a constant bit pattern (011000110). If each coefficient in b is treated as
separate entity rather than as elements of a column vector, it is possible to map a unique equation for each coefficient of
b. It can be achieved by a ordinary matrix multiplication 8*8 binary matrix and the vector of a coefficients.

Affine transform used during encryption Inverse affine transform used during decryption
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The objective of this design is to reduce the memory required to perform subbytes by replacing the two 256 byte LUT’s
with one byte LUT that can be used for encryption and decryption. The cost of this replacement is an increase in
combinational logic used to perform the affine transformations.

Y Modular Y-1 Affine 7
inversion in transform ———*
of(2)8

L 3

Fig.1. Subbyte design flow for modular inversion in extended field

v Affine Modular 7
—  transform mnversionin ———*

gf(2)8

Fig.2. Inverse subbyte design flow for modular inversion in extended field

L 4

2.3 Modular inversion in composite field:

The field over GF(28) called an extended field while the more compact representation GF(24)2 is called a
composite field. The field GF(24) is referred as a sub field. In order to perform the modular inversion in extended field
requires a 256 byte LUT. An equivalent representation of the extended Rijndael field into a more compressed subfield
over GF(24)2 reduces the size of the LUT to just 8 bytes.

r Mapping to 5 4 Modular LS Inverse =, Affine z
GF(s"4)"2 inversion in mapping to transform
c | GF(274)2 a || GF(2"8)
Fig.3. Subbyte design flow for composite field
B P
¥ Affine Mapping to " Modular " Inverse z
*  transform * GF(2"4)"2 c inversion in mapping [~
W GFM)2 [

Fig.4. Inverse subbyte design flow for composite field
Paar and Rosner map a finite field over GF(2"8) into an equivalent representation over GF(2"4)2 using a
transformation matrix. Rudra used the Paar and Rosner method to develop an algorithm for determining transformation
matrices specifically for the Rijndael field. This algorithm composed of three steps that ensure the matrix has the required
mathematical properties. The mapping equation with Rudra’s transformation matrix is

b3 101000 n y7 ¥7 0N 100100 b3
b2 10101100 v6 v6 11101110 b2
bl 11010010 y3 3 to100100 bl
bO| = 01171000 0| = | v vl =11 0 1 001 0 0] =] b0
a3 11 00011 0 ¥3 ¥3 01011010 c3
) 01 01001 0 ¥2 y2 01110010 e2
cl 00 00101 0 vl y1 1 0110000 el
\0 \trorio1) (o 70 oteroon 1f e
Mapping equation The inverse mapping equation
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As the number of 1’s in a matrix increase, so the XOR operations required to perform the matrix multiplication.
The transformation matrix in the above contains 29 ‘1’s for a total of 57 ‘1’s in both matrices.

3. ENCRYPTION PROCESS:

Cipher is composed of four different byte oriented transformation.
1. Byte substitution using s-box look up table
2. Row wise permutation of the state array
3. Column wise mixing within each column of the state array.
4. Addition of round key to the state

The structure of AES algorithm for both encryption and decryption is shown in fig.6 The first step in AES

encryption is the addition or xoring of original key to the input data, which is called as an initial round, which is followed
by nine iteration of a normal round and ends with a modified final round. During each normal round the following
operation are performed in the following order that is byte substitution, shift rows, mix columns and addition of the round
key. The final round is also a normal round without the column wise mixing process.
3.1 Byte substitution: This is byte by byte substitution process which is shown in the fig. 2. The substitution for each
input byte is found by using the s-box lookup table. The size of the s- box look up table is 16x16 in order to find the
substitute byte for a given input byte, we split the input byte into two four bit patterns, it leads to an integer value
between 0 and 15 these can be represented in hex as 0 to F. The first value of the hex is used as a row index and the
second value of the hex is used as column index for reaching into the 16x16 s-box look up table.

s-box

S0,0 | SO/l | S0,2 | S0.3 570.0 S'Q\l 502 | s0
S1.0 | Sr,e | S1.2 | S1.3 S0 | Sre | S1.2 | 571
S2,0 | s2,1 | s2.2 | s23 520 | 52,1 | 522 | 52.3
S3.0 | S3.1 | S3.2 | S33 S30 | §3.1 | 832 | §3.3

Fig .5 byte substitution

The entries in the lookup table are constructed by a combination of GF (2)"8arithmetic and bit scrambling. The goal of
the substitution step is to reduce the correlation between the input bits and the output bits.

Plain I\'.l'l 16 biytes) Iml plain text {16 batesh
. £
| Add round by J-l—-—' Wi

E Eub bane |

Imersn Subbvee |

Shifl mirws

| Inverse Mix eolumn |

| Wi Ty | .-'\-\.:l\:ira.ndlcﬁ'l
ey

Inverse Shilk rows

Al round Kicy

1
WHA0,43) I—,, Add reund key |

Fig. 6. Structure of AES encryption and decryption
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2.4 Row wise permutation: It consist of
i.  The first row of the state array is not shifted at all.
ii. The second row is circularly shifted by one byte to the left.
ili. The third row is circularly shifted by two bytes to the left.
iv. The lastrow is circularly shifted by three bytes to the left.

The row wise permutation can be represented by

(500 SO0 02 $03)

$20 82,1 S22 S23

83,0 83,1 832 5833
. ~ \_

§3,3 §3,0 §3,1
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Table 2: S-box lookup table

3.3 Column wise mixing: This replaces each byte of a column byte a function of all the bytes in the same column.

P
02 03 01 01) (S0.0 SO.1 S0.2 S0.3)
01 02 03 01| x [S1.0 SI1.1 SI.2 SL.3

01 01 02 03 S§2,0 S2,1 S22 823

03 02 01 0l

\ ) B

The operation for the bytes in the first row can be written as

S0,c = ({02}-S0,C) + ({03}:SL,C) + S2,CF S3,C..uereeririeriieieieeeieseetire ettt ettt r st et et s b et er e erennas

The operation for the bytes in the second row can be written as

71,0 = S0,6 + ({02} -S1,C) + ({03F-S2,C) #53,C..ccrrrrrrreesseeesessesseseeeeeseeeeeeeeeeeeseseesssseesssesses et s

The operation for the bytes in the third row can be written as

872, = S0,6 + S1,0 + ({021 -82,€) (03} S3,0)cecrrurmrrarersseesessessessseeeseeeeeeeeeseesesessesssesssessesesseses e seeeeeeeeeeeeeee oo

The operation for the bytes in the fourth row can be written as

S73,0= ({03} S0,0) + ST, + S2,0H (102} °S3,6).ccrvrrrrmrraresseeesessesseseseeeseeeeeeeeeseesesessessees s s ee e
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2.5 Addition of round key: The key words are generated by key expansion process. Round key is added to every state
by a XOR operation in which each round key consist of Nb words. These Nb words are now added to the columns of
the state, [Wi] are the key scheduled words and round is the value in the range 0 round Nr. In the cipher, the first
round key addition (XOR) occurs when the round=0, foregoing to the first application of round function add round
key transformation to the Nr rounds of the cipher occurs when 1< round < Nr. simple XOR operation can be shown

in fig.7.

The key expansion algorithm takes input of 128-bits as 16-bytes which is represented by k0,k1

i=round * Nb

$.C

2 S3.3

Fig. 7. Addition of round key XOR’s each column of the state with a word

Wisc

S0

s'va

s'2.3

4. TRADITIONAL AES KEY EXPANSION

5.

k15. The first

four key words WO0,W1,W2,W3 are obtained from those columns which is shown in the Fig.4. This original key words
are sufficient to generate add round keys of each ten rounds of the cipher.
In the traditional key expansion algorithm, suppose the original key words are(WO0,W1,W2,W3), it generates the sub key
words (W4, W5,........... ,W43), for 10 rounds.

Original key: W0, W1, W2, W3
1st round key: W4, W5, W6, W7
2" round key: W8, W9, W10, W11

10" round: W40, W41, W42, W43

The key expansion process of the first round is
W4= WO+ subword (rotword(W3))+ Rcon(1)

Except the first round all the rounds will be same up to tenth round as follows.

W5= W1+ W4
W6= W2+ W5
W7=W3+ W6

w0| w1

KO0 K4 K8 | Ki12

K1 K5 K9 | K13

K2 K6 | K10 | K14

|<3 K7 | K11 | KI5
| w2 3

—®

ws‘ws‘\w

Fig.9. Key expansion process

W8= W4+ subword (rotword(W7))+ Rcon(2)

W9= W5+ W8
W10= W6+ W9
W11= W7+ W10
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Rotword performs a circular left shift. It means that input word [BO, B1, B2, B3] is transformed in to [B1, B2, B3, BO].
Subword performs a byte substitution on each byte of its input word, using the S-box. Fig.8. shows the process of
function g.

1,;?;
‘ Bl | B2 | B3 I BO |
[ \:jlil ‘ ’_i: ‘ Llr:/ I ’_BL_I
I

C;:).—'Rcz‘o‘n [

]

Fig.8. Function g block.

First four words of the expanded key are defined from the original keys. From the second round each W[i] depends on
preceding word W [i-1] from the previous round
5. DECRYPTION PROCESS

Decryption process is the reverse operation of the AES encryption. It starts with an initial round and followed by
nine iteration of an inverse round and ends with an addition of round key. The decryption round consists of the following
operation: addition of round key, inverse column wise mixing, inverse row wise permutation and inverse substitution
bytes.

5.1 Inverse row permutation: In decryption process the shifts in the corresponding operation shifts in opposite manner.
The first row is left unchanged, the second row is shifted to the right by one byte, the third row is shifted to the right by
two bytes and the last row of the state is shifted to the right by three bytes.

S0,0 SO,1  SO0,2 50,0 SO,1

s1,0 s1,1 S1,2 === | 81,3 s1,0
52,0 S2,1 52,2 52,2 52,3

53,0 S3,1 53,2 53,1 53,2

5.2 Inverse column wise mixing: it is the inverse process of the column wise mixing that operates on the state column
by column as a four term polynomial. These columns are considered as polynomials over gf(28) and multiplied modulo
x"+1 with a fixed polynomial a-1(x), given by a-1(x)= {Ob} x*3 + {0d} x*2 + {09} x + {0e}, this can be written in
matrix multiplication as

ME 0B 0D 09 )} (500501802 S037) (S00801802803)

09 0E 0B 0D | = | 810 S1.1 812 513 |=|81.0511812813

0D 09 0E 0B 8§20 82,1822 823 820581215822 8§23
0B 0D 09 OE S§3.0 S3.1 832 833 S73.0 831 8732 §733
A - s 4 \ ~

5.3 Inverse substitution bytes: The inverse substitution byte for each input byte is by using the inverse s-box lookup
table. The size of the lookup table is 16x16. In order to find the inverse substitution byte for a given input byte, we split
the input byte into two 4-bit patterns, each yielding an integer value between 0 and 15 which can be represented by hex
values 0 through F. First value of the hex is used as a row index and the other as a column index for reaching into the
16x16 lookup table. The entries in the lookup table are constructed by a multiplicative inverse of GF (2/8).
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6. SIMULATION RESULT OF AES ENCRYPTION AND DECRYPTION USING PROPOSED KEY
EXPANSION ALGORITHM IN SIMPLE, EXTENDED AND COMPOSITE MODE
In the test case, the AES encryption and decryption for a 16-byte data is simulated using the Xilinx 14.2 software tool.
The encryption process of the AES algorithm generates a cipher text for a given data.

6.1. Encryption
In the encryption process the AES algorithm generates a cipher text for a given 16-byte data and cipher key. The
simulation result of encryption in extended mode is shown in below fig.9.

Cipher key: 000102030405060708090a0b0c0d0eOf
Text_in: 00112233445566778899%aabbccddeeff
Cipher text: 689c4e0d86a7b0430d8cdb78070b4c55a

T B Dty e i ———t et B W WSS -
1 2R|L xDox®wa MRl {0 2T SN E A =
fnstances and Processes w8 X Obects wOdx ¢
@ 0 r Smulation Objects for Encryption_top 2
" F B @ m e =SSt /
lsstance and Precess Name o HIS - o
8§ Encyption_top £ | Object Name Valoe 2
U o ) 3 !
0
") Q
e
-
3
i

- = X & 73 ned 0 )
S bstare L Memory Source « ' Defaut wcig* o

Fig.9. simulation result of encryption in extended mode

6.2. Decryption
I the decryption process the AES algorithm generates a plain text for given 16-byte data and cipher key. the simulation
results of decryption in simple, extended and composite mode is shown in Fig.10.

Text_in: 689c4e0d86a7b0430d8cdb78070b4c55a
Cipher key: 000102030405060708090a0b0c0d0e0f
Cipher text: 00112233445566778899aabbccddeeff

> .
. .
> R
hv.
» N
> N e
L
L B
» W
LB
» N

" tore - e, oo . Cetmt wehy®

Fig.10 simulation result of decryption in extended mode
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7. CONCLUSION

The goal of this proposed algorithm is to increase the level of security for Advanced encryption standard and provide a
faster processing time. the difficulty of attacking the key is increased which powers the ability to resist major attacks due
to the high randomization of key expansion in the new algorithm.AES in simple mode uses a more number of LUT’s
which requires more space this can be overcome with extended and composite mode in which the number of LUT’s are
reduced. The algorithm was synthesized using XILINX 14.3 and implemented on FPGA. The simulation result for AES-
128 is obtained by simulating the proposed key expansion algorithm using Verilog Hardware Description Language.
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