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Abstract

In this paper steganography is used to hide the data inside the images. Steganography is the science that involves
communicating secret data in an appropriate multimedia carrier, e.g., image, audio, and video files. The main goal of
steganography is to ensure that the transmitted message is completely masked, thereby ensuring that the message is accessible
only to the intended receiver and not to any intruders or unauthorized parties. This work focuses on the image steganography with
an image compression using least significant bit with Discrete Wavelet Transform (DWT) on FPGA Spartan Il Evaluation
Development Kit (EDK). Current trends support digital image files as the cover file to hide another digital file with secret
message or data. At receiver side, using Inverse Discrete Wavelet transform, both original image as well as hidden data can be

successfully extracted.
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l. INTRODUCTION]

Data hiding is a method of hiding secret messages
into a cover-media such that an unintended observer will not
be aware of the existence of the hidden messages. In this
paper, 8-bit gray scale images are selected as the cove
media. These images are called cover-images. Cover-images
with the secret messages embedded in them are called stego-
images. For data hiding methods, the image quality refers to
the quality of the stego-images. In the digitized world
extensive increase of use of extensive data communication
the problem of security, authentication of the multimedia
data also increases. The solution to this is digital
watermarking. Digital watermarking is the process of the
modification of original multimedia data to embed a data
containing key information such as authentication or
copyright codes. The embedded data must leave original
data unchanged. Steganography is an art of hiding
information in a way that apart from an intended recipient,
suspects the existence of secret message. To hide a secret
message within an object, Do it such a way that the presence
of message is not visible.

1. METHODLOGY
In this paper there are two methodology are used to hide the
data inside the image, using LSB & DWT.As shown in
following fig.a) the general block diagram of
Steganography.
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Fig. a) General block Diagram

2.1.Data hiding using LSB.

Data hiding using LSB It is best way to implement
Steganography. It embeds the data into the cover so that it
cannot be detected by a observer. The technique works by
replacing some of the information in a given pixel with
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information from the data in the image. While it is possible
to embed data into an image on any bit-plane In a LSB
embedding, we lose some information from the cover
image. [ It is not visible]. Both lossy & lossless image can
be used .

2.2. Data hiding using DWT

Wavelet transform decomposes a signal into a set of basis
functions. These basis functions are called wavelets DWT
transforms a discrete time signal to a discrete wavelet
representation. In this process image pixel values are
divided into even & odd sample, as shown in following
fig.b).
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Fig.b] Decomposition of Image using DWT

2.3. Algorithm

The algorithm to hide the data inside the image using DWT
along with LSB technique is given below:

Select the secrete data [ or Message ]

Convert the secrete data from decimal to binary.
Read a cover image

Resize the cover image by 256 x 256

Convert the cover image from RBG to gray

Read the Gray level image [ Cover image]

Create the header file.

Break the byte of secrete data to be hidden into
bits.

Take first 8 bytes of original data from cover
Image.

Replace the least significant bit by one bit of the
data to be hidden.

Display new pixel valued image [Stego Image] on
VB [Using LSB]

Display new pixel valued image [Stego Image] on
VB [Using LSB+DWT]

Display extracted data using Hyper Terminal
Window.

Display the value of MSE & PSNR using Hyper
Terminal window.
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I1. SIMULATION RESULT
This work is implemented on MatlabR2010a and the
Parallel processor Xilinx FPGA Spartan 1Il. The block
diagram of hardware implementation is shown in following

fig. c).
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Fig.c) Hardware Implementation Block diagram

This work optimize the processing time of Least
Significant Bit replacement image steganography in digital
images using Discrete Wavelet Transform. In this research
embedded the secret text data in a given 8 - bit gray scale
image followed by image compression using Discrete
Wavelet Transform on hardware Spartan I1ll. A successful
information hiding will result in the undistinguishable stego
image which can be transmitted via internet. This design
implementation required Xilinx Platform Studio (XPS) EDK
10.1 software platform along with Matlab R2010a & Visual
Basic Studio to display images on computer screen. The
conversion of true color image into gray scale image as well
as resizing of image into (128 * 128) format was carried out
using Matlab R2010a Image Processing Toolbox. While
coding of our design which include LSB encoding, Forward
DWT, LSB decoding & Inverse DWT, was carried out using
Impulse C Language in XPS EDK 10.1. For a comparison
between a parallel processor and serial processor the work is
implemented on MatlabR2010a and the Parallel processor
Xilinx FPGA Spartan I1I.

3.1. Matlab Simulation Results
By using Matlab first colour image is resized & converted it
into gray level image. And  Header file is successfully
created using the MatlabR2010a. The simulation processing
on MatlabR2010a is shown in following fig .d)
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Fig. d) Creation of Header File
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3.2. FPGA Implementation Results

The design implementation result using Xilinx Platform
Studio (XPS) EDK 10.1 along with Visual Basic Studio and
Hyper terminal window is shown in following Fig.e), Fig f)
& Fig. g),
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Fig.e) Output Image using LSB
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Fig.f) Output Image using DWT
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3.3. Comparative analysis using MSE and PSNR

Lower value of MSE gives good quality of image & higher
value of PSNR gives good quality of images. As shown in
following table & graphs the comparative analysis of MSE
and PSNR values .

MSE MSE PSNR PSNR
SRNO. Images
[Using LSB] | [ Using DWT] | [Using LSB] | [ Using DWT |
4.91 2.03 41.21 45.05

i

4.08 2.35 42.02 46.58

N
E i»ﬁ -

4.6 2.32 41.50 44.47

<

Table.a) MSE and PSNR values
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Graph.a) MSE [LSB] vs MSE [DWT]
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From the above table & graph we can say that the quality of
image by using DWT is good as compare to LSB method.

IV. CONCLUSION

This research provides a hardware solution for
information hiding in 8 - bit gray scale image using Least
Significant Image. steganography technique followed by
Image compression using Discrete Wavelet Transform.
“You never know if a message is hidden”, this is the
dilemma that empowers steganography. As more emphasis
is placed on the areas of copyright protection & privacy
protection. we believe that steganography will continue to
grow in importance as a protection mechanism.
Steganography can be used along with cryptography to
make an highly secure data high way.
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