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Abstract — The System proposes a security system, named Anonymous Activity Detection using Internal Intrusion 

Detection System at system call (SC) level, which creates personal profiles for users to keep track of their usages 

habits as the juristic features. The IIDPS uses a local computational framework. The proposed work is regarded with 

Digital forensics technique and intrusion detection system. The system designed that implements predefined 

algorithms for identifying the attacks over the network. Therefore, in this project, a security system, named the 

Anonymous activity detection using Internal Intrusion Detection System is proposed to detect insider attacks at system 

call level  using data mining and juristic techniques.   

Keywords- Data mining , Intrusion Detection and Protection , system call (SC) 

I. INTRODUCTION 

 

We present a system , named Anonymous Activity Detection using Internal Intrusion Detection System that gives 

the higher security and detect anonymous activity at higher level. It creates a personal user profile and keep the track of 

their habits as a forensic features. In this proposed to detect insider attacks at system call level by using forensic and data 

mining techniques and also used local computational grid for purpose of detect malicious behavior. The proposed work is 

look on Digital forensic techniques and intrusion detection system. The system can identify the users juristic features by 

analyzing the corresponding SCs to enhance the accuracy of attack detection, and able to port the IIDPS to a similar 

system to further shorten its detection response time. Accuracy of detecting doubtful user is efficient than existing 

system. Internal Intrusion Detection And Protection System(IIDPS) which detects malicious behavior of users. Although 

other systems consume longer time for data analysis than IIDPS does. This can also detect malicious behaviors for 

systems employing GUI interfaces.   

 

  

II. LITERATURE REVIEW 

 

Title:  Hybrid Intrusion Detection based on data mining. 

Author:  Lei ZHANG, Zianqing ZHAG,Yong CHEN, Shaowen LIAO  

In this paper, Hybrid Intrusion Detection Model based on data mining, which is commonly used in network 

security anomaly detection, is proposed which combines anomaly detection with misuse detection technology. 

 

Title:  Automated Discovery Of Internal Attacks: 

Author: Saiteja, Abdul Azeez 

Generally, among all well known attacks such as pharming attack, Distributed Denial Of Service 

attack(DDOS),Eavesdropping attack and spear phishing attack insider attack is one of the most difficult ones to be 

detected because firewalls and intrusion detection system (IIDS) usually defend against outside attacks. 

 

III. PROBLEM STATEMENT 

 

Security has been one of the serious problem in computer domain since attackers very usually try to penetrate 

computer system and behave maliciously to authenticate user. To solve this issue we proposed  a security system, named 

Internal Intrusion Detection And Protection System(IIDPS), which detects malicious behavior launched towards a 

system. 
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IV. PROPOSED SYSTEM 

 

In proposed system, we implement following activities: 

 Getting IP address. 

 Capturing the screenshot. 

 Taking picture of abnormal user. 

 

V. SYSTEM ARCHITECTURE 

 

 

 
 

Fig 1. System Architecture 

5.1.PROJECT MODULE 

 

5.1.1 Admin Module: 

 Registration of new user. 

 Give permission or access for activities. 

 Maintain list of restricted activities. 

5.1.2 User Module: 

 Login. 

 Perform Activities. 

5.1.3Server Module: 

 Analyze User Habits. 

 User Activities. 

 Attacker detection. 

 

VI. ADVANTAGES 

 

 Accuracy of detecting suspicious user is efficient. 

 Easy to detect malicious behavior of users. 

 Consume less time for data analysis. 
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VII. APPLICATIONS 

 

 Used in organizations. 

 Used in colleges. 

 Cyber Cafes. 

 Used in Personal 

 

VIII. CONCLUSION AND FUTURE SCOPE 

 

The various intrusion detection system developed that detects only the flow of users behavior is normal or abnormal, 

thus a IIDPS need to be developed for identifying a users behavior patterns as his/her computer usage habits from the 

users current input, the IIDPS resists suspected attackers. 

In this project the DES algorithm is used for encryption . In future, the triple DES algorithm and many other 

algorithms can used for increasing security level. 

 

IX. REFERENCES 

 

[1] C. Yue and H. Wang, BogusBiter: A transparent protection against phishing attacks, 

ACM Trans. Int. Technol., vol. 10, no. 2, pp. 131, May 2010. 

[2] Q. Chen, S. Abdelwahed, and A. Erradi, A model-based approach to self-protection 

in computing system, in Proc. ACM Cloud Autonomic Comput. Conf., Miami, FL, 

USA, 2013, pp. 110. 

[3] H. Lu, B. Zhao, X.Wang, and J. Su, DifiSig: Resource dier- entiation based malware 

behavioral concise signature generation, Inf. Commun. Technol., vol. 7804, 

pp. 271284, 2013. 

[4] Z. Shan, X.Wang, T. Chiueh, and X. Meng, Safe side eects commit- ment for 

OS-level virtualization, in Proc. ACM Int. Conf. Autonomic Comput., Karlsruhe, 

Germany, 2011, pp. 111120. 

[5] J. Choi, C. Choi, B. Ko, D. Choi, and P. Kim, Detecting web based DDoS attack 

using MapReduce operations in cloud computing environ- ment, J. Internet Serv. 

Inf. Security, vol. 3, no. 3/4, pp. 2837, Nov. 2013. 

[6] Q. Wang, L. Vu, K. Nahrstedt, and H. Khurana, MIS: Malicious nodes identification 

scheme in network-coding-based peer-to-peer stream- ing, in Proc. IEEE 

INFOCOM, San Diego, CA, USA, 2010, pp. 15. 

[7] Z. A. Baig, Pattern recognition for detecting distributed node ex- haustion attacks 

in wireless sensor networks, Comput. Commun., vol. 34, no. 3, pp. 468484, Mar. 

2011. 

[8] H. S. Kang and S. R. Kim, A new logging-based IP traceback ap- proach using 

data mining techniques, J. Internet Serv. Inf. Security, vol. 3, no. 3/4, pp. 7280, 

Nov. 2013. 

Dept. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  


