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ABSTRACT

Our project mainly focuses on credit card fraud detection in real world. In this proposed project
we designed a protocol or a model to detect the fraud activity in credit card transactions. This
system is capable of providing most of the essential features required to detect fraudulent and
legitimate transactions. As technology changes, it becomes difficult to track the behavior and
pattern of fraudulent transactions. With the rise of machine learning, artificial intelligence and
other relevant fields of information technology, it becomes feasible to automate this process and
to save some of the intensive amount of labor that is put into detecting credit card fraud. Initially
we will collect the credit card datasets for trained dataset. Then we will provide the user credit
card queries for testing data set. After classification process of dataset random forest algorithm is
used for analyzing data set and current dataset provided by the user. After final optimization the
results indicates about the optimal accuracy for Random Forest Algorithm which is 98.6% of the
accuracy of the result data.

KEYWORDS — Machine Learning, Credit Card, Random Forest Algorithm, Data Sets.

1. INTRODUCTION

Billions of dollars of loss are caused every year by the fraudulent credit card transactions. The
PwC global economic crime survey of 2017 suggests that approximately 48% of organizations
experienced economic crime. Therefore, there is definitely a need to solve the problem of credit
card fraud detection. Moreover, the development of new technologies provides additional ways
in which criminals may commit fraud. The use of credit cards is prevalent in modern day society
and credit card fraud has been kept on growing in recent years. Hugh Financial losses has been
fraudulent affects not only merchants and banks, but also individual person who are using the
credits. Fraud may also affect the reputation and image of a merchant causing non-financial
losses that, though difficult to quantify in the short term, may become visible in the long period.
For example, if a cardholder is victim of fraud with a certain company, he may no longer trust
their business and choose a competitor. Credit card fraud detection is a relevant problem that
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draws the attention of machine-learning and computational intelligence communities, where a
large number of automatic solutions have been proposed.

In a real-world FDS, the massive stream of payment requests is quickly scanned by automatic
tools that determine which transactions to authorize. Classifiers are typically employed to
analyze all the authorized transactions and alert the most suspicious ones. Alerts are then
inspected by professional investigators that contact the cardholders to determine the true nature
(either genuine or fraudulent) of each alerted transaction. By doing this, investigators provide a
feedback to the system in the form of labeled transactions, which can be used to train or update
the classifier, in order to preserve (or eventually improve) the fraud-detection performance over
time. The vast majority of transactions cannot be verified by investigators for obvious time and
cost constraints. These transactions remain unlabeled until customers discover and report frauds,
or until a sufficient amount of time has elapsed such that nondisputed transactions are considered
genuine.

2. LITERATURE SURVEY

Jon T. S. Quah and M. Sriganesh[1] identified that the online banking and e-commerce have
been experiencing rapid growth over the past few years. Haibo He and Edwardo A.
Garcia[2]stated that with the continuous expansion of data availability in many large-scale,
complex, and networked systems, such as surveillance, security, Internet, and finance. D.
Sanchez, M.A. Vila, L. Cerda, J.M. Serrano[3] stated that association rules are considered to be
the best studied models for data mining..M. Krivko[4] proposed a framework for hybrid model
for plastic card fraud detection systems. The proposed data-customized approach combines
elements of supervised and unsupervised methodologies aiming to compensate for the individual
deficiencies of the methods. Siddhartha Bhattacharyya, SanjeevJhab, KurianTharakunnel[5]
identified that the Credit card fraud is a serious and growing problem. While predictive models
for credit card fraud detection are in active use in practice

Ryan Elwell, and RobiPolikar[6] introduced an ensemble of classifiers-based approach for
incremental learning of concept drift, characterized by non-stationary environments.SanjeevJhaa,
Montserrat Guillenb, J. Christopher Westland[7] identified that Credit card fraud costs
consumers and the financial industry billions of dollars annually. CesareAlippi,
GiacomoBoracchi, and Manuel Roveri[8] stated that the Just-in-time (JIT) classifiers operate in
evolving environments by classifying instances and reacting to concept drift. Michele Carminati,
Roberto Caron, Federico Maggi, lleniaEpifani[9]proposed a semi-supervised online banking
fraud analysis and decision support approach. During a training phase, it builds a profile for each
customer based on past transactions.
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3. EXISTING SYSTEM

In the existing System, a research is done about credit card fraud detection, where data
normalization is applied before cluster analysis and with results obtained from the use of cluster
analysis and artificial neural networks on fraud detection has shown that by clustering attributes
neuronal inputs can be minimized and promising results can be obtained by using normalized
data and data should be MLP trained. This research was based on unsupervised learning.
Significance of this paper was to find new methods for fraud detection and to increase the
accuracy of results. The data set for this paper is based on real life transactional data by a large
European company and personal details in data is kept confidential. Accuracy of an algorithm is
around 50%. Significance of this paper was to find an algorithm and to reduce the cost measure.
Concept drift change their strategies over the time based on customer habit fraudster’s.Genuine
transaction for outnumber frauds.Small set of transactions are timely checked by the
investigators.

4. PROPOSED SYSTEM

Random forest algorithm is used for classifying the credit card dataset. Random Forest is an
algorithm for classification and regression. RFA is a collection of decision tree classifiers.
Random forest has an advantage over decision tree as it corrects the habit of over fitting to their
training set. A subset of the training set is sampled randomly so that to train each individual tree
and then a decision tree is built. Then each node splits based on a feature selected from a random
subset of the full feature set. Even for large data sets with many features and data instances
training is extremely fast in random forest and because each tree is trained independently of the
others. The Random Forest algorithm has been found to provide a good estimate of the
generalization error and to be resistant to over fitting.Random forest algorithm ranks the
importance of variables in a regression or classification problem in a natural way. Random forest
algorithm uses the 'amount’ feature which is the transaction amount. Feature ‘class' is the target
class for the binary classification and it takes value 1 for positive case (fraud) and O for negative
case (non fraud).
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5. BLOCK DIAGRAM

Prediction of Credit Data Set
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In the above system architecture diagram dataset is being collected and the collected data set is
classified, formatted and sampled in the process called data preprocessing and after which the
feature extraction process takes place and then the random forest algorithm is used to detect
whether the data set is fraudulent or not. By using Random Forest Algorithm we are splitting the
data sets as trained and test data sets. The trained data sets will be more in amount than the test
data sets. We will compare the trained data sets and we will see whether it matches or not. If it
matches it will display the result as 0. It will display the results in 0’s and 1’s. 0 means (Non
Fraud) 1 means (Fraud). The accuracy and speed of the result is high.

6. SYSTEM MODULES

Our project consists of the following modules
6.1 Data Collection
6.2 Data Pre-Processing
6.3 Feature Extraction
6.4 Evaluation Model

6.1 Data Collection

Data used in this project is a set of product reviews collected from creditcard transactions
records. The data collection module is concerned withselecting the subset of all available data
that you will be working with. MLProblems start with data preferably, lots of data (examples or
observations) forwhich you already know the target answer. Data for which you already knowthe
target answer is called labelled data.
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6.2 Data Pre-Processing

In this module your selected data is organized by formatting, cleaning and sampling from it.
Three data pre-processing steps are:

e Formatting: The data you have selected may not be in a format that is suitablefor you to
work with. The data may be in a relational database and you wouldlike it in a flat file, or
the data may be in a proprietary file format and you wouldlike it in a relational database
or a text file.

e Cleaning: Cleaning data is the removal or fixing of missing data. There may bedata
instances that are incomplete and do not carry the data you believe youneed to address
the problem. These instances may need to be removed.

e Additionally, there may be sensitive information in some of the attributes andthese
attributes may need to be removed from the data entirely.

e Sampling: There may be far more selected data available than you need to workwith.
More data can result in much longer running times for algorithms andlarger
computational and memory requirements. You can take a smallerrepresentative sample of
the selected data that may be much faster for exploringand prototyping solutions before
considering the whole dataset.

6.3 Feature Extraction

Feature extraction module is an attribute reduction process.Unlike feature selection, which ranks
the existing attributes according to theirpredictive significance, feature extraction actually
transforms the attributes. Thetransformed attributes, or features, are linear combinations of the
originalattributes. Finally, our models are trained using Classifier algorithm. We useclassify
module on Natural Language Toolkit library on Python. We use thelabeled dataset gathered. The
rest of our labeled data will be used to evaluatethe models. Some machine learning algorithms
were used to classify preprocesseddata. The chosen classifiers were Random forest. These
algorithmsare very popular in text classification tasks.

6.4 Evaluation Model

Evaluation model is an integral part of the model development process. Ithelps to find the best
model that represents our data and how well the chosenmodel will work in the future. Evaluating
model performance with the data usedfor training is not acceptable in data science because it can
easily generateoveroptimistic and over fitted models. There are two methods of
evaluatingmodels in data science, Hold-Out and Cross-Validation. To avoid over fitting,both
methods use a test set (not seen by the model) to evaluate modelperformance. Performance of
each classification model is estimated base on itsaveraged. The result will be in the visualized
form. Representation of classifieddata in the form of graphs. Accuracy is defined as the

All Rights Reserved, @IJAREST-2019



International Journal of Advance Research in Engineering, Science & Technology (IJAREST)
Volume 6, Issue 4, April 2019, e-ISSN: 2393-9877, print-ISSN: 2394-2444

percentage of correctpredictions for the test data. It can be calculated easily by dividing the
numberof correct predictions by the number of total predictions.

7. RESULTS AND DISCUSSIONS

The launching of Anaconda navigator and after the launching jupyter is used to run the python
code.

Preo-processing

R 6 0 I i W0 S

The above figure shows the output of the Data Pre-processing module. In this output screenshot
only that data set will be displayed which has undergone sampling, cleaning and formatting.
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The above figure shows the output after the data cleaning process where the sample data set
undergoes data cleaning process in which corrupt or inaccurate data from the data set is being
removed.

Lol o€ el e {1 00|

The above figure shows the output screenshot evaluation module. Here the classified data is
being represented in the form of a graph.

8. CONCLUSION

Fraud detection is a complex issue that requires a substantial amount of planning before using
the algorithm. Here we analyze in detail the real-world working conditions of FDS and provide a
formal description of thearticulated classification problem involved. The Random forest
algorithm will perform better with a larger number of training data, but speed during testing and
application will suffer. Our experiments on data sets oftransactions show that, in order to get
precise alerts, it is mandatory to assign larger importance to feedbacks during the learning
problem. The SVM algorithm still suffers from the imbalanced dataset problem and
requiresmore pre-processing to give better results as the results shown by SVM is great but it
could have been better if more pre-processing have been done on the data.
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