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Abstract: Accessible encryption is an essential method for open distributed storage administration to give client 

information security assurance and in the meantime allot clients performing catchphrase look over their scrambled 

information. Past plans just manage correct or fluffy watchword search for to address some spelling blunders. In this 

paper, we propose another special case accessible encryption framework to help trump card catchphrase inquiries which 

has a few exceptionally attractive highlights. To begin with, our framework permits numerous watchwords look in which 

any questioned catchphrase may contain zero, a couple special cases, and a trump card may show up in any situation of 

a catchphrase and speak to any number of images. Second, it underpins concurrent hunt on numerous information 

proprietor's information utilizing just a single trapdoor. Third, it gives adaptable client approval and repudiation to 

adequately oversee hunt and decoding benefits. Fourth, it is built dependent on homomorphic encryption instead of 

Bloom channel and thus totally wipe out the false probability caused by Bloom channel. At last, it accomplishes an 

abnormal state of security assurance since coordinating outcomes are obscure to the cloud server in the test stage. The 

proposed framework is deliberately broke down and is demonstrated secure. general exploratory outcomes demonstrate 

that our framework is effective contrast and other existing special case accessible encryption plot in the general 

population key setting. 

 

 

I. INTRODUCTION 
 

In  this system we developed Searchable encryption is an important technique for public cloud storage service to provide 

user data confidentiality protection and at the same time allow users performing keyword search over their encrypted 

data. Previous schemes only deal with exact or fuzzy keyword search to correct some spelling errors. In this paper, we 

propose a new wildcard searchable encryption system to support wildcard keyword queries which has several highly 

desirable features. First, our system allows multiple keywords search in which any queried keyword may contain zero, 

one or two wildcards, and a wildcard may appear in any position of a keyword and represent any number of symbols. 

Second, it supports simultaneous search on multiple data owner’s data using only one trapdoor. Third, it provides flexible 

user authorization and revocation to effectively manage search and decryption privileges. Fourth, it is constructed based 

on homomorphic encryption rather than Bloom filter and hence completely eliminates the false probability caused by 

Bloom filter. Finally, it achieves a high level of privacy protection since matching results are unknown to the cloud 

server in the test phase. The proposed system is thoroughly analyzed and is proved secure. 

 

 

II.  LITERATURE SURVEY 

 

2.1  Attribute-Based Encryption With Verifiable Outsourced Decryption 

 Authors : Junzuo Lai, Robert H. Deng, Chaowen Guan, and Jian Weng  

ABE is flexible access control of encrypted data stored in the cloud, using access polices and ascribed attributes 

associated with private keys and ciphertexts. 

 

2.2  Improving Security and Efficiency in Attribute-Based Data Sharing  

Authors : Junbeom Hur  

The performance and security analyses indicate that the proposed scheme is efficient to securely manage the data 

distributed in the data sharing system. 

 

2.3  A Ciphertext-Policy Attribute-Based Encryption Based on an Ordered Binary Decision Diagram  

Authors : Long Li, Tianlong Gu, Liang Chang, Zhoubo Xu, Yining Liu, Junyan Qian 

Improves efficiency and capacity in the expression of access policies, but also reduces the main computation of the 

KeyGen algorithm, the size of secret key and the main computation of the Decrypt algorithm to constants, thus cutting off 
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their relationships with the number of attributes. Besides, the efficiency of the Encrypt algorithm and the size of 

ciphertext can also be improved. 

 

2.4  ClouDedup: Secure Deduplication with Encrypted Data for Cloud Storage 

 Authors : Pasquale Puzio, Refik Molva, Melek Onen, Sergio Loureiro 

 A secure and efficient storage service which assures block-level deduplication and  data confidentiality at the same time. 

Although based on convergent encryption, ClouDedup remains secure thanks to the definition of a component that 

implements an additional encryption operation and an access control mechanism. 

 

III. PROPOSED SYSTEM 

The major goals of our new system are as follows: To save storage space and network bandwidth by eliminating 

redundant copies of the encrypted data stored in the cloud. To design a cloud storage system possessing both properties 

To upload a file M to the cloud, and share M with users having certain credentials the planned system associate attribute-

based storage system with secure De-duplication .De-duplication during a hybrid cloud environment, wherever a 

personal cloud is chargeable for duplicate detection and a public cloud manages the storage. Planned system compared 

with the previous information de-duplication systems. As our system support high security and potency, additionally as 

our system to boot file transfer upload file by specifying period and access policy. In our system, we check deduplication 

of content by using tag and upload file using encryption format. Then system will generate wildcard of all files and store 

on cloud. End user downloads this file by using key. TPA send key to user for decryption of data and then download the 

file. 

 

IV. SYSTEM ARCHITECTURE 

 

     
 

 

CONCLUSION 

 

In this paper, we propose another and versatile special case accessible encryption framework for secure distributed 

storage benefit, which underpins adaptable trump card portrayal, adaptable pursuit work that is search function and 

adaptable user approval disavowal. 
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