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ABSTRACT 
Cloud storage auditing schemes for shared information see checking the integrity of cloud 

information shared by a group of users. User revocation is commonly supported in such schemes, as 

users is also subject to group membership changes for varied reasons. Previously, the machine 

overhead for user revocation in such schemes is linear with the total range of file blocks possessed 

by a revoked user. The overhead, however, would possibly become a big burden thanks to the sheer 

amount of the shared cloud information. Thus, the thanks to cut back the machine overhead caused 

by user revocations becomes a key analysis challenge for achieving sensible cloud information 

auditing. throughout this paper, we tend to propose a novel storage auditing theme that achieves 

highly-efficient user revocation freelance of the total vary of file blocks possessed by the revoked 

user at intervals the cloud. typically|this can be} often achieved by exploring a novel strategy for key 

generation and a replacement personal key update technique. mistreatment this strategy and 

additionally the technique, we tend to comprehend user revocation by simply change the non revoked 

group users’ private keys rather than authenticators of the revoked user. The integrity auditing of the 

revoked user’s information can still be properly performed once the authenticators aren't updated. 

Meanwhile, the planned theme is predicated on identity-base cryptography, that eliminates the 

sophisticated certificate management in ancient Public Key Infrastructure (PKI) systems. the safety 

and potency of the projected theme are valid via every analysis and experimental results. 
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INTRODUCTION 

In cloud storage auditing schemes, the information owner should use his/her private key to get 

authenticators(signatures) for file blocks. These authenticators are wont to prove that the cloud really 

possesses these file blocks. once a user is revoked, the user’s personal key ought to even be revoked. 

For traditional cloud storage auditing schemes for share data [2– 5], all of authenticators generated 

by the revoked user ought to be remodeled into the authenticators of one selected nonrevoked group 

user. throughout this case, this non-revoked group user has to transfer all of revoked user’s blocks, 

re-sign these blocks, and transfer new authenticators to the cloud. Obviously, it costs huge amount of 

computation resource and communication resource owing to the big size of shared information 

among the cloud. therefore on solve this downside, recently, some auditing schemes for shared 

information with user revocation are planned [6–8]. once a user is revoked, the cloud will remodel 

the authenticators of the revoked user’s blocks into the authenticators of one non-revoked group user 

such as these blocks, with a re-signing key. The computation overhead of user revocation remains 

linear with the whole kind of file blocks hold on by the revoked user within the cloud. 

We construct a unique cloud storage auditing theme for shared information supporting real 

economical user revocation during this paper. therefore as to understand economical user revocation, 
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we have a tendency to come back up with a unique strategy for key generation. during this style, the 

group’s public key is replaced by the group’s identity data, that remains unchanged within the whole 

One part remains mounted since being issued, and also the other part alters with user revocation. we 

have a tendency to conjointly propose a unique non-public key update technique to support user 

revocation. once users are revoked from the cluster, all of the non-revoked users will update their 

non-public keys by this technique to form the cloud storage auditing still work, whereas the identity 

data of the cluster doesn't got to amendment.In addition, the revoked users aren't ready to transfer 

information and authenticators to the cloud any longer. throughout this approach, all of the 

authenticators generated before user revocation don't got to be recomputed. Therefore, the overhead 

of user revocation is fully freelance of the whole range of the revoked user’s blocks. Even once the 

number of knowledge is Brobdingnagian, the group will still complete user revocation terribly 

expeditiously. Besides, our theme is predicated on identity-based cryptography, that eliminates the 

difficult certificate management in ancient PKI systems, in addition as certificate generation, 

certificate revocation, certificate renewal, etc. 

 

Introduction Of General Terms 

 

1)Group user: There are multiple group users in a group. every group user will share information 

with others through the cloud storage. group users will be part of or leave the group. The legal group 

users are honest and can not leak any non-public data to others.  

 

2)Group manager: The group manager could be a powerful entity. It is viewed as an administrator 

of the group. once a user leaves the group, the manager is in charge of revoking this user. The 

revoked user cannot transfer information to the cloud any longer. 

 

3)Cloud: The cloud provides enormous storage space and computing resources for cluster users. 

Through the cloud storage, cluster users will enjoy the information sharing service.  

 

(4) TPA: The TPA is chargeable for auditing the integrity of cloud information on behalf of group 

users. once the TPA desires to audit the info integrity, it'll send associate auditing challenge to the 

cloud. once receiving the auditing challenge, the cloud can answer the TPA with an indication of 

knowledge possession. Finally, the TPA can verify the info integrity by checking the correctness of 

the proof. The TPA could be a powerful party and it's honest. 

 

SCOPE OF THE PROJECT 

-It explore on the secure and efficient shared data integrate auditing for multi-user operation for 

cipher text database. 

 

-By incorporating the primitives of vector commitment, asymmetric group key agreement and group 

signature, we propose an efficient data auditing scheme while at the same time providing some new 

features, such as traceability and count ability. 

It provide security and efficiency analysis of the scheme and the analysis results show that the 

scheme is secure and efficient. 

 

GOALS AND OBJECTIVES 

-To provide an efficient public integrity auditing scheme  with secure group user revocation based on 

verifier-local revocation group signature. 

 

-To supports the public checking and efficient user revocation and also some nice properties, such as 

confidentiality, efficiency, countability and traceability of secure group user revocation. 
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ARCHITECTURE 

 

 
Fig:Proposed System Algorithm 

 

 

In our system model, the shared information belong to the dynamic group composed of non-revoked 

users.everybody during this dynamic group will transfer information and share them 

with different group users. once a user is revoked, these information uploaded by it are still shared by 

the dynamic group. The owner of those information still are this group. However, the revoked 

user wouldn't be able to transfer information and therefore the corresponding authenticators to the 

cloud any more.User send file to store on cloud.TPA generate 160 bit of tag using SHA-1 

algorithm.and encrypted using AES algorithm and then send to cloud server for store the file.When 

user wants file from cloud,it send request to TPA.TPA check the tag which receives from cloud and 

send to user., 

 

 

MODULES OF THE PROJECT 

 

1)Data group sharing: 

Server will utilize this total trapdoor and a few public info to perform keyword search and provides 

back the end result to Bob. during this approach, in KASE, the assignment of keyword search right 

will be accomplished by sharing the one total key. we tend to note of that the assignment of 

decipherment rights will be accomplished utilizing the key-total encoding approach as currently 

planned in , but it remains an open issue to appoint the keyword search rights along with the 

decryption rights, that is that the subject purpose of this paper.  

 

2)Public integrity auditing: 

Public integrity auditing for shared dynamic information to gathering client denial. Our contributions 

are three folds:1) we tend to investigate on the protected and proficient shared information 

coordinate examining for multi-client operation for ciphertext information.2) By consolidating the 

primitives of victor responsibility, hilter order gathering key assention and gathering mark, we tend 

to propose a proficient information examining set up whereas within the meantime giving some new 

elements, for example, traceability and countability. 3) we tend to offer the safety and productivity 

examination of our set up, and also the investigation results demonstrate that our set up is secure and 

effective. 
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3)Cloud Storage Model: 

Cloud storage is a model of knowledge stockpiling wherever the computerised datais place away in 

consistent pools, the physical stockpiling compasses varied servers (and often areas), and also the 

physical setting is usually possessed and oversaw by a facilitating organization. These cloud storage 

suppliers are answerable of keeping the info accessible and obtainable, and also the physical setting 

secured and running. people and associations purchase or rent stockpiling limit from the suppliers to 

store consumer, association, or application information.Cloud warehousing services could also be 

gotten to through a co-found cloud pc profit, an internet application programming interface (API) or 

by applications that use the API, for example, cloud desktop warehousing, a cloud storage gateway 

or Web-based substance administration frameworks. why should approved get to and alter the info 

by the info owner. The cloud storage server is semi-trusted, who offers information warehousing 

services to the gathering purchasers. TPA can be any substance within the cloud, which can have the 

capability to direct {the data|the info|the info} honesty of the mutual information place away within 

the cloud server. In our framework, {the information|the info|the information} owner may code and 

transfer its data to the remote cloud storage server. Likewise, he/she shares the profit, as an example, 

get to and alter (accumulate and execute if fundamental) to numerous group clients. 

 

4)Revoked group Users: 

The group signature can keep the conspiracy of cloud and denied bunch purchasers, wherever the 

info owner can partake within the client repudiation stage and also the cloud could not renounce the 

info that last altered by the disavowed user.An offender outside the gathering (incorporate the 

disowned bunch consumer distributed storage server) might get some learning of the plain text of the 

info. Really, this type of aggressor must at lease break the safety of the received gathering encryption 

set up. The cloud storage server conspires with the disavowed bunch purchasers, and that they need 

to offer an illicit information while not being distinguished. Really, in cloud setting, we tend to 

expect that the cloud storage server is semi-trusted. during this approach, it is smart that a disavowed 

consumer can conspire with the cloud server and share its secret group key to the cloud storage 

server. For this example, in spite of the very fact that the server intercessor bunch consumer 

repudiation approach brings a lot of correspondence and calculation expense economical, it'll build 

the set up unstable against a pernicious cloud storage server who will get the key key of renounced 

clients amid the consumer disclaimer stage. consequently, a malignant cloud server can have the 

capability to create information m, last altered by a consumer that ought to are be disavowed, into a 

malevolent information m′. within the consumer resignation handle, the cloud may build the 

malicious information m′ get to be legitimate. 

 

Algorithm 1:- Secure Hash Algorithm 

SHA-1 (Secure Hash Algorithm) is a cryptographic hash function which takes an input and produces 

a 160-bit (20-byte) hash value known as a message digest – typically rendered as a hexadecimal 

number, 40 digits long.  

This is designed to be computationally infeasible to: 

Obtain the original message , given its message digest. 

  Find two messages producing the same message digest. Each round takes 3 inputs-  

• 512-bit block, 

 • The register abcde  

• A constant K[t] (where t= 0 to 79) 

 

Algorithm 2:- Advanced Encryption Standard 

The more popular and widely adopted symmetric encryption algorithm likely to be encountered 

nowadays is the Advanced Encryption Standard (AES).  
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-Derive the set of round keys from the cipher key  

-Initialize the state array with the block data (plaintext).  

-Add the initial round key to the starting state array.  

-Perform nine rounds of state manipulation.  

-Perform the tenth and final round of state manipulation  

-Copy the final state array out as the encrypted data 

 

 

 

FIGURES/CAPTIONS 

 

 

 

 

 
 

(Figure 1:Screenshot 1) 

 

 

 

 

 
 

(Figure 2: Screenshot 2) 

 

 
(Figure 3:Screenshot 3) 

 

 

 

 

 

 

 
(Figure 4: Screenshot 4) 
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(Figure 5: Screenshot 5) 

 

 

 
(Figure 6: Screenshot 6) 

 

 
 

(Figure 7: Screenshot 7) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CONCLUSION 

In this, we investigated a new primitive referred to as identity-based remote data integrity checking 

for secure cloud storage. we formalized the security model of 2 important properties of this 

primitive, namely, soundness and ideal information privacy. we provided a new construction of this 

primitive and showed that it achieves soundness and perfect information privacy. each the numerical 

analysis and the implementation demonstrated that the planned protocol is efficient and practical. 

Extend this work with group Management with Forward Secrecy & Backward Secrecy by Time 

duration & Recovery of File once information Integrity Checking Fault Occur. 

 

FUTURE SCOPE 

A novel privacy-preserving mechanism that supports public auditing on shared knowledge hold 

on within the cloud. specifically, we tend to exploit ring signatures 

to compute verification data required to audit the correctness of shared knowledge. With our 

mechanism, the identity of the signer on every block in shared knowledge is unbroken non-

public from public verifiers, who are able to efficiently verify shared knowledge integrity while 

not retrieving the complete file. 
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