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Abstract — Security has always been a major concern for the households and the office environment, and for this 

concern various approaches are in place to address the problem. Most of the major door lock security systems have 

several loopholes which could be broken down to gain access to the desired places, and it creates a concern for a secure 

lifestyle and proper working environment. Additionally, terrorism and unauthorized access to places have become a 

major issue now-a-days, and there is a need for a secure system to prevent unauthorized access especially in shared 

access environment. With this consideration, a design and prototype of a biometric fingerprint based door lock system 

has been presented in this paper. Biometric systems such as fingerprint provide tools to enforce reliable logs of system 

transactions and protect an individual’s right to privacy. The RFID or password based door lock mechanisms can easily 

be compromised when the RFID card or passwords are shared or stolen, thus for facilities with shared access require 

biometricbased secure system. In the proposed system, fingerprints of the authorized users are enrolled and verified to 
provide access to a facility that is used by multiple users. A user can also be removed and a new user can be enrolled in 

the system. We have implemented a centralized control system from where we can control who can enter in which rooms 

and who cannot. This is an Arduino UNO and Raspberry-pi device based flexible working device that provides physical 

security using the fingerprint sensor technology. 
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I. INTRODUCTION 

 

These days office/corporate environment security is a major threat faced by every individual when away from home or at 

the home. When it comes to security systems, it is one of the primary concerns in this busy competitive world, where 

human cannot find ways to provide security to his confidential belongings manually. Instead, He finds an alternative 

solution which provides better, reliable and atomized security. This is an era where everything is connected through 
network, where anyone can get hold of information from anywhere around the world. Thus chances of one’s info being 

hacked are a serious issue. Due to these risks it’s very important to have some kind of personal identification to access 

one’s own info. Now a day’s personal identification is becoming an important issue all around. Among mainstream 

personal identification methods we mostly see password and identification cards techniques. But it is easy to hack 

password now and identification cards may get lost, thus making these methods quite unreliable. There are certain 

situations which are very annoying like when a person locks himself out of his house or office or he leaves his key inside 

or sometimes when a thief just breaks the lock and steals everything. These kinds of situations always trouble people who 

use manual door lock with keys. Although in some places people use smart cards, there might arise a situation when 

someone loses the card or keeps the card inside. Then in other scenarios there are caretakers for locking houses or offices 

and keeping the keys safe. But then again there are times when a person in charge of the keys might not be available or 

has gone to some emergency routine, which can cause unwanted delay for people who need the key straightaway. These 
are some of the hassles that people might face when using keys or smart cards. That is when our system, fingerprint 

based lock system comes into play. Our design is implemented to provide better securities as users don’t need to 

remember passwords and don’t need any sort of keys or cards that often get lost. If someone’s fingerprint is authorized in 

the system he would not face any sort of delays to enter a room. Fingerprint recognition is one of the most secure systems 

because a fingerprint of one person never matches with the others. Therefore unauthorized access can be restricted by 

designing a lock that stores the fingerprints of one or more authorized users and unlock the system when a match is 

found. Bio-metrics authorization proves to be one of the best traits because the skin on our palms and soles exhibits a 

flow like pattern of ridges on each fingertip which is unique and immutable. This makes fingerprint a unique 
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identification for everyone. The popularity and reliability on fingerprint scanner can be easily guessed from its use in 

recent hand-held devices like mobile phones and laptops. In this paper, we discuss the finger print method are given in 

Section II. Then we describe the design and implementation of the proposed lock system in Section III. The 

implementation details includes circuit diagram, software implementation, enrollment and deletion of fingerprints, 

function of the complete system. Section IV contains the results and discussions on the testing and people feedback of the 

implemented system. This paper is concluded in Section V following a section on future work.  

  

II. PROPOSED SYSTEM 

 

Humans have used fingerprints for personal identification for many centuries and the matching accuracy using 

fingerprints has been shown to be very high [11]. A fingerprint is the pattern of ridges and valleys on the surface of a 

fingertip, the formation of which is determined during the first seven months of fetal development. Fingerprints of 

identical twins are different and so are the prints on each finger of the same person. Today, a fingerprint scanner costs 

about USD 20 when ordered in large quantities and the marginal cost of embedding a fingerprint based biometric in a 

system (e.g., laptop computer) has become affordable in a large number of applications. The accuracy of the currently 

available fingerprint recognition systems is adequate for verification systems and small- to medium-scale identification 

systems involving a few hundred users. Multiple fingerprints of a person provide additional information to allow for 

large-scale recognition involving millions of identities [1]. This is a perfect solution for protecting one from the hassle of 

stolen/lost key or an unauthorized entry. 

 

A. Fingerprint based Door Lock 
 

Our proposed fingerprint based lock system is a reliable and very secure lock that will not only ensure safer environment 

but also ease lifestyle. This system can prove very useful in housing buildings, large offices, universities and so on. 

Because it offers the flexibility to add more features to the system. Users do not need to implement many systems from 

scratch. They can simply use our fingerprint lock system because fingerprint scanning is more accurate and cost effective 

method. It is also secure because fingerprint duplication is virtually impossible. Additionally, we have also implemented 

password process system for security purposes to ensure access for who not enrolled and if in case of fingerprint issue.  

 

B. Fingerprint Identification 
 
Fingerprints ar one in all several kinds of statistics, used to identify people and verify their identity. The analysis of 

fingerprints for matching functions typically needs the comparison of many options of the print pattern. These include 

patterns, that ar combination characteristics of ridges, and detail points, that ar distinctive options found at intervals the 

patterns. it's conjointly necessary to understand the structure and properties of human skin so as to with success use some 

of the imaging technologies [2]. trivia and patterns ar terribly important within the analysis of fingerprints since no 2 

fingers have been shown to be identical [8]. The 3 basic patterns of fingerprint ridges ar the arch, loop, and whorl.  

Arch: The ridges enter from one aspect of the finger, rise in the center forming AN arc, so exit the opposite aspect of the 

finger.Loop: The ridges enter from one aspect of a finger, form a curve, so exit on it same aspect. 

Whorl: Ridges kind circularly around a central purpose on the finger. within the whorl pattern, ridges kind circularly 

around a finger. 

A fingerprint recognition system are often used for each verification and identification. In verification, the system 

compares an input fingerprint to the registered fingerprint of a selected user to determine if they're from identical finger 
(1:1 match). In identification, the system compares AN input fingerprint with the prints of all registered users within the 

info to work out if the person is already familiar below a reproduction or false identity (1:N match). police work multiple 

enrollments, during which the same person obtains multiple credentials like a passport under completely different names, 

needs the identification functionality of fingerprints.  

When it came to planning the lock, we tend to needed to attain simplicity in terms of the whole lock itself similarly as 

within the internal parts. The lock are going to be hanging on the wall beside the entree which will embody a fingerprint 

sensing element. We have other a buzzer system to advise the usage of the device and a data input device which will be 

accustomed enter a secret to permit access just in case of the fingerprint bearer isn't gift. As shown in Fig. 1, an extra 

switch is other to the system in order that people from the within will unlock the door. we tend to ar exploitation an 

optical fingerprint sensing element. Optical fingerprint sensing elements use reflective light-weight to scan the surface of 

the finger with nearly 100% accuracy. The sensing element we tend to ar exploitation is termed FPM10A Fingerprint 
sensing element.    

       For this project the most parts are: 

 Arduino Uno, Raspberry-pi,fingerprint sensor 

 Electronic lock, Buzzer 

 4X4 Matrix data input device 

 Channel relay module 
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Additionally, we tend to used a bread board, male-to-male connecting wires, plastic glue, a 12V power device, arduous 

plastic for casing and a door. 

 
 

Fig. 2.Flowchart of our proto-type system. 

 

 As shown in Fig. 2, when a finger is placed on the sensor, it will read the print and match it with the fingerprints 

saved inside it. If no match is found, the device will give a chance to user in the form of password based. Here 

password based access is only for one time. So if password is not matched then camera will take the snapshot of 
the person and simultaneously buzzer will blow for 30sec.Then an Authentication message is sent to the owner 

through GSM and un-authorized person’s image is sent to the owner through mail. Also Door status is updated 

in webpage. If a match is found, it will play one buzz and trigger the electronic lock to unlock the doorway.  

 In addition to the fingerprints saved in the device, a 4-digit password will be saved. 

 The keypad can be used to enter the password for access. Each key pressed will make a low beeping sound, 

upon entering the code; if right code is entered the door will open with a single buzz. If wrong code is entered, 

the door will remain locked and then camera will take the snapshot of the person and simultaneously buzzer will 

blow for 30sec.Then an Authentication message is sent to the owner through GSM and un-authorized person’s 

image is sent to the owner through mail. Also Door status is updated in webpage. 

  A switch will be installed inside the doorway. Upon pressing it the door will unlock with a single buzz. 

The total cost for this project is Rs-10,000 /-only. Mass manufacture of this project will yield in lower cost. 
 

III. DESIGN AND IMPLEMENTATION 
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The details of hardware and software implementations are described in this section. 

 

3.1 Hardware implementation 

 

As shown in Fig. 3.1 we set the devices then connect them according to the block diagram. Tx-out and Rx-in of the 

sensor are connected to the pin 2 and pin 3 of the Arduino Uno respectively. The electronic lock is connected with one of 

the output ports of the Raspberry-pi. Making a network with the relay allows switching between the 5V and the 12V 

electrical components. Now we have attached the Arduino Uno to the laptop for registering fingerprints. We require the 
connection with the computer for assigning the ID to the prints. This can be done through Smartphone with Arduino 

application as well. We save the ID into the sensor and upload the code to the Uno. We disconnect the Uno with the 

computer and turn on the power adaptor. Once it gains power, the system boots up the fingerprint IDs saved inside and 

waits for a print to be matched. If no match is found, the keypad remain active. Once a match is found, the buzzer will 

buzz once and the lock will open. If no match is found,the door will remain locked  and camera will take the snapshot of 

the person, simultaneously buzzer will blow for 30sec.Then an Authentication message is sent to the owner through GSM 

and un-authorized person’s image is sent to the owner through mail. Also Door status is updated in webpage. The scanner 

can perform over 100 scans per second, so when someone places a finger, it will respond instantly if the prints match.  

 
 

Fig. 3.1 Block Diagram 

 

This system can store up to 126 fingerprint IDs. So, it can control the access of 126 different people. Review of the whole 

system. 

 126 different fingerprints can be enrolled into the system to open door/doors. 

 On placing a registered finger, the lock unlocks for 5 seconds with bowing buzz once. 

 A 4-digit password can be entered through the keypad. 

 Each key pressed results in a beeping sound. A successful code opens the door with a single buzz. 

 An incorrect input leads to remain door locked and camera will take the snapshot of the person, simultaneously 

buzzer will blow for 30sec.Then an Authentication message is sent to the owner through GSM and un-

authorized person’s image is sent to the owner through mail. Also Door status is updated in webpage. 
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 On pressing the switch from inside, the lock unlocks for 5 seconds with a single buzz. 

 

3.2 Software implementation 

 

First of all, we download the Adafruit Fingerprint sensor library from net. For enrolling a new finger, we put together a 

simple sketch and upload it to the Arduino. Then follow this process which is shown below in Fig. 3.2 

 Fingerprint verification process: For verifying an enrolled finger, we placed finger against that was already 

enrolled. If arduino recognize that fingerprint, the door will unlock, otherwise the door remains locked. 

 
 

Fig. 3.2 Finger print enrollment steps 
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Fig3.3. Finger print deletion steps 

 

 Fingerprint deletion process: To delete any fingerprint, type the IDs in the serial monitor and it will delete that 

fingerprint. The steps is shown in Fig. 3.3. 

 

IV. RESULTS AND DISCUSSION 

In this section, we discuss how the system behaved upon completion. We devised various tests to see if the individual 

functions are performing accordingly. After implementation of the tests, we have collected the results to verify the 

functionalities of the individual components. Then the system was tested as a whole for any error. After carrying out the 

tests, the system was given to engineers so that they can try to break the system and use their own fingerprints in the 

system. They were also asked to give us feedback of the system through a survey. Fingerprint testing: After saving a 
fingerprint, we wanted to test the accuracy of it. We tried placing the finger partially, inverted, in wet conditions etc. and 

the sensor was able to match the prints. It failed when the finger was muddy or very oily as shown in Table. I in case II. 

These are the conditions to avoid. But in normal cases, the sensor is able to detect saved prints almost all the times (case 

I). In our rigorous testing, the success ratio is more than 95%. When the finger is extremely dirty or oily, it did fail. But 

the sensor seems to get the reading right when the finger is less dirty or oily. However, it did not fail when the finger 

waswet. Marks were present on the sensor lens but that was easily wiped away. Those marks were water particles left 

after the finger was replaced. The sensor claims to have 99% accuracy rate and it seems to be living up to its promise. 
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Fig.4.1 Biometric Based Lock Process For Shared Access 

 

 Keypad testing: We have entered the password once.Entered wrong code three times in a row. Expected results 
achieved. But in practice, the fingerprint is much more secure; this feature is kept for an extreme case of 

emergencies. 

 Switch testing: Upon pressing the switch, the door was unlocked every time it was pressed. It did not fail once. 

After successfully completing the goal and experimenting with the system, we can conclude that we have 

created a very reliable and secure lock. 

To test the accuracy and the functionality of the system we have devised various finger conditions to test the 

scanner, tested the keypad with test codes and test runs for the switch. The scanner was able to detect over 90% 

of the fingerprint scans after we have deliberately tested it with extreme finger conditions (dirty, oily, wet, etc.) 

The keypad and the switch have performed accordingly with 100% accuracy. We have later given the system on 

the hands of a group of young engineers for testing and review. They also found that the functions of the system 

wer working well and reviewed the system through a survey. They wanted more functions to be added which is 
possible with this system, for that we will require the requirement specific hardware and a few modification of 

code. 

 

V. FUTURE WORK & CONCLUSION 

 

5.1 Future Work: 

 

The developed system is very much flexible. The system we have created operates on only one lock, but in our current 

state, we can add more electronic locks, where each lock can be unlocked with specified print IDs. All it will need is 

more electronic locks and code modifications. There can be some other implementations to this system as well, some of 

them are given below. 

1. Multi-lock/ Decoder network system 

As mentioned earlier, this system currently has one lock connected to, and we can add up to 5 more. In fact, by using a 

network of decoders, we can connect as many locks as we want and provide access to up to 126 different individuals. As 

shown in Fig. 7 a decoder network can be used with this system. Additionally, 6 different locks can be added. Instead of 
using those output pins from the no for locks, we can create a system using 7: 128 decoders. In that way, all the memory 

space of the fingerprint sensor (126 capacity), connect them to individual doorway or doorways with just one system. 

2. Computerized Fingerprint lock system 



International Journal of Advance Research in Engineering, Science & Technology (IJAREST) 
Volume 4, Issue 11, November 2017, e-ISSN: 2393-9877, print-ISSN: 2394-2444 

 

All Rights Reserved, @IJAREST-2017 
115 

This system can be installed on a PC, which will act as the brain behind the system. It can add new IDs and delete old 

ones and can even unlock doors through the computer. This will require the computer to be in the security control room 

or somewhere secure. In particular a log system can be easily implemented with the use of a computer with this system. 

3. Smartphone based fingerprint security system 

Smartphones with latest features use fingerprint ID system to allow access to the phone. This system can be made to 

connect with those phones and use their print ID and their sensor on the phone to open doors. The system can be 

connected to the phone via Bluetooth or WiFi, and an application can be made for the phone (Fig. 8, allowing them to 

interact. Fingerprint ID is being used in most new phones now-a-days and soon the fingerprint ID based phone will be 
everywhere, almost everyone will have them and then this security system will be very helpful. 

 

4. Improvements 

More locks can be added to the system, i.e., we do not need to spend so much for just one lock. A system to save prints 

without the use of a computer could have been made, but it will require more parts than the ones we used. 

5. Limitations 

It may not be able to detect fingers if they are exposed to certain chemicals and it can make errors with the dryness or 

dirty fingers or cuts and bruises on the finger. It is not appropriate for children, because of the size of their fingerprint 

changes quickly. 

6. Challenges 

Since this lock needs electricity to run, a power failure can make it totally useless. Thus an UPS or battery is needed. We 

used relay module, which is sensitive to power it gets. If it does not get sufficient power then relay switching sometimes 
malfunctions. So we had to give constant power to the relay module. The optical sensor we used is prone to scratches, 

dirt. As a result it may sometimes give inaccurate result. 

 

5.2 CONCLUSION 

 

The design and implementation of fingerprint based lock system is customizable and flexible. This door locking 

mechanism is comparatively cost-effective than the available lock systems in the traditional market. Our fingerprint 

based lock system has high accuracy rate and is also quick to recognize fingerprints which enable seamless integration 

with the users and provides tighter security. In our country, private and government organizations are very much 

concerned about security. Many companies are interested in using this type of locking mechanism but the system which 

is available have very high installation cost. Due to this excessive cost, many small firms cannot afford such systems. 
Keeping the installation cost in mind we planned to develop a system that should be affordable to both large and small 

firms. This design can be improved by more intensive development and additional features such as more locks can be 

added to the system. Thus we do not need to spend so much for just one lock if this can be used to control several 

doorways. A system to save prints without the use of a computer could have been made, but it will require more parts 

than the ones we used. In order to maintain security properly, the keypad should be placed inside the security room. A 

system for batteries could also be made or even solar powered. One of the main advantages of this system is its 

flexibility. Several other systems can be implemented with this system. The system is very secure. Fingerprints are 

unique and the sensor is able to identify most of the prints during testing. It provides greater control for access to 

restricted places. There are some drawbacks of this system such as this system is expensive for a single door and also that 

it depends on electricity. A power failure will makeit unworkable. In that case, we can, connect the system with an IPS or 

add rechargeable batteries to the system. 
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