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Abstract — Vehicular ad hoc networks (VANETS) are an important communication paradigm in modern-day mobile
computing for exchanging live messages regarding traffic congestion, weather conditions, road conditions, and
targeted location-based advertisements to improve the driving comfort. In such environments security and intelligent
decision making are two important challenges needed to be addressed. In this paper, a trusted authority (TA) is
designed to provide a variety of online premium services to customers through VANETS. Therefore, it is important to
maintain the confidentiality and authentication of messages exchanged between the TA and the VANET nodes.
Hence, we address the security problem by focusing on the scenario where the TA classifies the users into primary,
secondary, and unauthorized users. In this paper, first, we present a dual authentication scheme to provide a high
level of security in the vehicle side to effectively prevent the unauthorized vehicles entering into the VANET. Second,
we propose a dual group key management scheme to efficiently distribute a group key to a group of users and to
update such group keys during the users’ join and leave operations. The major advantage of the proposed dual key
management is that adding/revoking users in the VANET group can be performed in a computationally efficient
manner by updating a small amount of information. The results of the proposed dual authentication and key
management scheme are computationally efficient compared with all other existing schemes discussed in literature,
and the results are promising.
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I INTRODUCTION

The vehicular ad hoc network (VANET) is a kind of wireless ad hoc network which deploys the concept of continuous
varying vehicular motion. Here, the moving vehicles act as nodes. It is an active area research right now and emerging
type of network aimed at improving safe driving, traffic optimization, and some other services through the vehicle to
infrastructure communication (\V2I) or vehicle to vehicle communication (V2V). It plays an important part in intelligent
transportation system (ITS). Each vehicle communicate send and receive messages by On Board Unit (OBU) and
equipped with Event Data Recorder, GPS, Trusted component etc. The Roadside Units (RSU) is responsible for
broadcasting safety messages periodically. With recent advances in the development of Wireless communications
protocols and plummeting costs of hardware needed, along with the automobile industry's desire to increase road safety
and gain competitive edge in the market, Vehicles are equipped with latest communication hardware, GPS etc. hence
becoming Computers on Wheels or computers networks on wheels. But wireless communication is itself susceptible to
various attacks, hence the security of VANET cannot be undermined. Some malicious vehicle may send false information
into the network to gain an unfair advantage on the road or to cause serious accidents. Hence the sender vehicles should
be authenticated by the receiver before taking any action based on the received safety message. Normally origin
authentication is provided by digital signature with the help of certification services. In VANET, a Trusted Authority
(TA) serves the purpose, but it involves huge communication overhead and also a vehicle have to communicate with TA
via RSUs. Now RSUs are fixed infrastructures along the road, which periodically broadcast safety related information,
Typically RSUs placed over every 300m to 1 km and they broadcast at the interval of every 300ms. Hence placing RSUs
along a long highway to provide omnipresent infrastructure is not feasible economically for now. Hence vehicle should
be able to authenticate others with limited help from TA or fixed infrastructure. Also in VPKI, the public keys are bound
to the identity of the vehicles in certificates, hence an eavesdropper may track the sending vehicle, but we need to protect
the privacy as well.

Hence in our research, we propose an OBU based authentication scheme for V2V communication, where the vehicles
generate self-certified public/private key pairs with the help of a check value computed by TA and initially given to
Vehicles during registration. The Check value is computed via one way hash chaining mechanism. The same check value
is given to multiple vehicles in order to achieve privacy. But a tracking hint is attached to all the sent messages by
default, which can later be used to identify a vehicle. Also, group formation is done so that all the vehicles send their
messages to Group leader, then the Group leader sends the aggregated message to all for reducing communication
overhead. Our research is solely focused on authentication of vehicles, hence it is possible that an legitimate vehicle of

All Rights Reserved, @IJAREST-2017



International Journal of Advance Research in Engineering, Science & Technology (IJAREST)
Volume 4, Issue 7, July 2017, e-ISSN: 2393-9877, print-ISSN: 2394-2444

the network i.e. authenticated vehicle may send false information with malicious intent. Hence, in that case, the reliability
of messages comes into the scene, which is beyond the scope of our research. But we assume that vehicle does evaluate
the reliability of messages using existing optimal schemes, which can later be used for revocation purpose.

Il. DATA COMPRESSION ALGORITHM

2.1 LZW Compression Algorithm

LZW compression algorithm is a dictionary based algorithm which always outputs a code for a character. Each character
has a code and index number in the dictionary. Input data which we want to compress is read from the file. Initially, data
is entered in the buffer for searching in the dictionary to generate its code. If there is no matching character found in the
dictionary. Then it will be entered as anew character in the dictionary and assign a code. If the character is in the
dictionary then its code will be generated. Output codes have less number of bits than input data. This technique is useful
for both graphics images and digitized voice.

Compression example: consider a string “BAABAABB” is given to LZW algorithm. Figure 2 shows the steps done by
LZW to generate the output code is “1211211C”. In the following example when input string (BAABAABBC) is given
as a text to LZW compression algorithm. Initially, every single character will save in buffer. When ‘B’ is moved to buffer
“parse string” then it will replace by 1. The character has its own ASCII code of 7 bit. In the case of B, it has 65 as ASCII
code. But in the dictionary, it will replace by 1. So, less number of bits will be used to represent a character. Similarly,
AA will move forward and generate its code which is also fewer bits than original. BAA is saved in buffer its code is
generated from both AA and B’s codeword that is defined as 12. At last when the full string has been searched in the
dictionary then its output will be generated as 1211211C.
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Figure 1: Example of LZW algorithm

2.2 LZW Decompression Algorithm

In LZW decompression algorithm, it needs to take the stream of code output from the compression algorithm and use
them to exactly recreate the input stream. Decompression algorithm is shown as:

2.2.1 IMPLEMENTATION OF LZW ALGORITHM
The proposed finite state machine diagram of LZW algorithm is shown in figure 2.
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Figure 2: Finite state machine Diagram of LZW algorithm

LZW algorithm initially has an idle state. A new character has been added to the dictionary when no longer match will
found in the search process. LZW algorithm is executed state S8 for performing adding operation in the dictionary.
Dictionary is based on content access memory technique which has both contents as well as code in it. Content access
memory is a special type of memory used for fast accessing data from memory. In the proposed system, initialization of
compression signal is done before to perform LZW algorithm. Input data is entered to LZW algorithm through the file.
The proposed algorithm shifted whole input data to buffer which is defined in theS3 state. Every single character has
been searched in content access memory. If match signal is ‘1’ then the character was found in the dictionary. Then
thecode is transmitted to output buffer “del1”. LZW decompressor must construct same steps like a compressor.
Decompressor has reviewed thesame process since it is possible to have input codes for searching in dictionaries to
recreate its original string. Individual character’s code can be also viewed in the dictionary.

I1l. PROPOSED WORK
We are going to describe the proposed system and its implementation. n the proposed work, we are using the LZW
compression algorithm which will compress the requests sent by the new and existing nodes to the group heads. This will
reduce the network load and thereby increase the speed of authentication by the system. Also, this will add another layer
of security to the system by converting the data from original format to a compressed and secure format

In the system, we are using the following procedure for node authentication,
1. Suppose Node N1 wants to communicate with Node N2 (N1 Source, N2 Destination)

2. N1 first finds a nearest authorized node by using the nearest neighbor technique, suppose this node is Node BS (call it
as base station)

3. N1 sends data to BS, and BS sends an ACK to N1

4. N1 sends it's key to BS, and BS checks if key is registered for N1 or not

5. If key is registered, BS asks N1 to send its data, BS checks this data and sends it to N2

6. If key is not-registered, all communications from N1 are blocked

7. We are applying LZW compression technique while sending data from N1 to BS and then from BS to N2.

The figure below shows the procedure of the proposed system.

Nearest Neighbour

Node 1 (Source)

if authorized Base Station

send data

Send Data

Node 2 (Destination)

Figure 1: Proposed system Procedure

The system is divided into multiple Modules; the modules are explained as follows:
1. Network formation with communication between vehicles
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2. Development of group based authentication
3. Speed evaluation for the group based authentication protocol
4. Development of LZW algorithm for improving algorithm speed

5. Evaluation of the new protocol and comparison.

A. Network Formation with Communication Between Vehicles

In this module, the network is created between various vehicles and their connection is setup. When the system is mobile
and moves between various stations the node is reattached to the base station of the zone. This part of the system is
designed in NS2 using Linux as its base.

B. Development of Group Based Authentication

The second module is the development of the authentication. There are seven steps. Suppose Node N1 wants to
communicate with Node N2 (N1 Source, N2 Destination). N1 first finds a nearest authorized node by using the nearest
neighbor technique, suppose this node is Node BS (call it as a base station). N1 sends data to BS, and BS sends an ACK
to N1. N1 sends its key to BS, and BS checks if the key is registered for N1 or not. If the key is registered, BS asks N1 to
send its data, BS checks this data and sends it to N2. If the key is not-registered, all communications from N1 are
blocked. We are applying LZW compression technique while sending data from N1 to BS and then from BS to N2.

C. Speed Evaluation for the Group Based Authentication Protocol

Since there are a lot of steps speed evaluation is important for the proposed technique. The system takes multiple
instructions at the same time, for example, the system sends the Acknowledgement and receives the key at the same time.
The delay is also reduced with the help of faster processing.

D. Development of LZW Algorithm for Improving Algorithm Speed

In this module, the development of LZW algorithm is done. LZW starts out with a dictionary of 256 characters (in the
case of 8 bits) and uses those as the "standard" character set. It then reads data 8 bits at a time (e.g.,’t’, 'r', etc.) and
encodes the data as the number that represents its index in the dictionary. Every time it comes across a hew substring
(say, "tr'"), it adds it to the dictionary; every time it comes across a substring it has already seen, it just reads in a new
character and concatenates it with the current string to get a new substring. The next time LZW revisits a substring, it will
be encoded using a single number. Usually, a maximum number of entries (say, 4096) is defined in the dictionary so that
the process doesn't run away with a memory. Thus, the codes which are taking place of the substrings in this example are
12 bits long (2712 = 4096). It is necessary for the codes to be longer in bits than the characters (12 vs. 8 bits), but since
many frequently occurring substrings will be replaced by a single code, in the long haul, compression is achieved.

E. Evaluation of the New Protocol and Comparison.

The system is evaluated on the following parameters:

a. Delay: The total time required by the processes of sending and receiving the data comes under delay parameters.
The delay is calculated by adding the time required for various operations such as the request, finding the
optimal path, sending data and receiving data.

b. Jitter: It is termed as the network consistency, which helps in finding the network strength and consistency at all
levels. Which is calculated by the current delay — Average delay. The best jitter is when the values calculate is 0.

c. Packet Delivery Ratio (PDR): It is the ratio of a number of packets sent by the transmitter to the number of
packets actually being delivered. The best PDR is when the PDR is 1 i.e. all the packets reached its destination.

d. Energy: it is the total energy required by the system to perform a single transaction. The energy is inversely
proportional to efficiency the less the energy is used the more efficient is the designed system.

e. Throughput: It is the rate of its reaching the destination per unit time. It shows the efficiency of the nodes to
process received data.

f. Routing Load: It illustrates the number of calculations required by the network to transfer the data. The lower
the load the more efficient is the network.
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IV. SIMULATION RESULTS
£ B rovications Places System

[Desktop/2016-17/GroupBasedAuthentication

Fie Edit View Ternind Tabs Help

[ashwinbalani@localhost GroupBasedAuthentication]$ ns group auth.tcl 2l
Do you want to apply the Secure Decentralized Group Key Management Protocol (1-Yes):

1

Do you want to inprove the speed of the protocol (1-Yes):
1

nun_nodes is set 38

warning: Please use -channel as shown in tcl/ex/wireless-nitf.tcl

INITIALIZE THE LIST sListHead

Inconing node placed at 99.132697815131214, 186.71619393189681, has energy level 109.806606 is placed in group 8 and is given node number

Inconing node placed at 91.289551319223619, 10.467866574127911, has energy level 323.967473 is placed in group 8 and is given node number 1

Inconing node placed at 12.275452777871667, 40.664513064368328, has energy level 399.959765 is placed in group 8 and is given node number 2

Inconing node placed at 46.121416262487514, 187.92936684932997, has energy level 889.176239 is placed in group 8 and is given node number 3

Inconing node placed at 65.858941899847379, 136.9890380784632, has enerqy level 429.562122 is placed in group 8 and is given node number 4

Inconing node placed at 7.188123561063839, 32.37872399822695, has energy level 169.676616 is placed in group 8 and is given node nunber 5

Inconing node placed at 21.893258176376657, 43.176611627613713, has energy level 927.542746 is placed in group 8 and is given node number 6

Inconing node placed at 22. 9199973?9956932 268.0204410193635, has enerqy level 561,565384 is placed in group 6 and is given node number 7

Inconng node placed gt 38 BI6R76RRTSRN1A. 266. 155104%9!3423 has energy level 446.694842 is placed in group 6 and is given node nunber 8
Rz 135 enerqy level 552.183463 is placed in group B and is given node nunber 9

. ull, has energy level 594.452522 is placed in group 1 and is given node number 18
Inconng nnde placed at 1. 1613344&733925? 118. 45523%&338496 has energy level 528.536164 is placed in group 1 and is given node number 11
Inconing node placed at 155.86371486294676, 152.1826336893574, has energy level 313.338449 is placed in group 1 and is given node number 12
Inconing node placed at 163.85274487615226, 11.224768236331998, has energy level 745.136863 is placed in group 1 and is given node number 13
Inconing node placed at 196.13882656960692, 157.8872330756333, has enerqy level 845.122967 is placed in group 1 and is given node number 14
Inconing node placed at 151.38763256850696, 175.94436918196473, has energy level 369.887674 is placed in group 1 and is given node number 15
Inconing node placed at 129.8822734178427, 197.685486852343217, has energy level 999.842804 is placed in group 1 and is given node nunber 16
Inconing node placed at 142.86841547718915, 134.28922967719343, has energy level 621.955991 is placed in group 1 and is given node number 17
Incomg node placed 3t 194.05566427999851, 138.8117689823259, has enerqy level 330.277282 is placed in group 1 and is given node number 18
: 1395 has energy level §94.196218 is placed in group 1 and is given node number 19

Nodes 16, 14 due tu density leuel uf 9
aideploced 2 16, has energy level 866.462553 is placed in group 2 and is given node number 26
Incomg node placed at 237.12919579371935, 230.39219241141987, has enerqy level 402.8618% is placed in group 2 and is given node number 21
Inconing node placed at 219.87151896463313, 35.819238368874806, has energy level 338.592862 is placed in group 2 and is given node number 22
Inconing node placed at 346.18281918956894, 152.64211942699133, has energy level 894.476544 is placed in group 2 and is given node number 23
Inconing node placed at 291.33226312293311, 221.34638713674534, has energy level 520.337629 is placed in group 2 and is given node number 24
Inconing node placed at 323.68261559186531, 33.726239034723685, has energy level 557.946824 is placed in group 2 and is given node number 25
Inconing node placed at 217.67306386852788, 31.271761372502485, has energy level 126.191522 is placed in group 2 and is given node number 26
Inconing node placed at 301,36185288492675, 188.66143696413442, has energy level 944.983511 is placed in group 2 and is given node number 27
Incomg node 2.13762069220547, has energy level 442.576187 is placed in group 2 and is given node number 28 E
p aced at 277.29828385952631, 152. has energy level 823.363246 is placed in group 2 and is given node number 29

G Nodes 27, 23 due to density Level of 944.983511, B34.476544
1ines you want to authenticate:

5

E & ashwinbalani@localhost:~/Desktop/2016-17/GroupBasedAuthentication

Figure 3: Group and Nodes

The above figure illustrates the Group Manager and nodes. It shows the node number and its density level.

€9 £) ropiications Places System

esktop/2016-17/GroupBasedAuthentication

Hle Edit View Terminal Tabs Help

Incoming node placed at 365.97861320858746, 202.55206227421391, has energy level 314.544729 is placed in group 2 and is given node number 25 &
Inconing node placed at 226.37208630855845, 135.55374594198247, has energy level 641.702142 is placed in group 2 and is given node number 26

Incoming node placed at 337.34424235343962, 148.18133569167532, has energy level 172.693499 is placed in group 2 and is given node number 27

Incoming node placed at 327.17342443166928, 263.74442386521553, has energy level 612.329619 is placed in group 2 and is given node number 28

Incoming node placed at 237.78818465221672, 168.11483980618998, has energy level 441.728198 is placed in group 2 and is given node number 29

M Nodes 24, 26 due to density level of 884.159152, 641.762142

Enter number of times you want to authenticate:

2
Enter Src node for communication number 1 {1-29):
10

Enter Dest node for communication ni

20
Enter Src node for, inication number 2 (1-29):

Enter Desjffie for comunication number 2 (1-28):
2

icating from 10 to 28 via 11 using Group Key Management
uest sent from 18-> GM 11

ending Group Session Key & from 11-> 18

Sending Authentication Credentials from 18-> BS 11 with selected Adj Field Key 1
Checking key at 11-> 11

Node keys matched with base station database, so sending response back to Service Provider
Receiving Data from 11->11

Sending Key Request from 11->User 18

Comparing key from User 18->6M 11

Sending data from GM 11-> GM 24

Sending Service from 24-> dest 28

Communicating from 15 to 22 via 11 using Group Key Management

Request sent from 15-> GM 11

Sending Group Session Key 2 from 11-> 15

Sending Authentication Credentials from 15-> 8S 11 with selected Adj Field Key 2

Checking key at 11-> 11

Inproper Key Detected from service 11, reporung o User

Communication sumnary

umher pf nnnnal authenucatmns
ger of improer authentications:

Er T

Figure 4: New Authentication
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The above figure illustrates the new authentication in the NS2 for the source and destination node.

£ 6 #ppications Places System

g @ @
- @)
4 ®@ P @
@3
(51182
@8
o ®® @ @
® ® @
F ©
’ﬁ:\\\l‘\ll\\l\\\‘\IHIIHIlHlIHIH IH\I‘\II‘\IH\Il\lll\\I\\III‘IH\IHIIl\\I\\\Il\ll\\‘H\II‘\HHIHI'IHIHIH IH\I‘\Ill\ll\\\I\lll\\I\\\II‘IH\\I\\Ill\l\\\Il\lll\ll\\II‘\IIHIHI'IHHHH II\\I‘\\Il\ll\HIHlIHHHII‘IIH\I\\Ill\ll\Hl\lll\ll\\\I‘\IH\Il\\ll\ll\\\H‘IIHIH\Il\lllHIHlIHIH\lI‘IHIHIII‘lIHIIHIIi ‘
| :
) prET T T3 Hamm Console vi1a ] O B

Figure 5: Communication Setup

Here the number shows the number of nodes, the square block shows the base station.
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Figure 6: Communication between source and base station

The above figure illustrates the communication between the source and the base station.

{3 (5 repications _places System

= :

o ©®® @ ® ®

4 ®

® @
(6] @
© ® @ ® @
® it
o ©

mlmmhwm‘m | | RLINTLITIA | 1L | | AL LARTATAI | \‘\I\HI\H‘HHI | | AL | | | (IR | | \I\I‘IHHHH'\I\ | | I\I\IH‘\HHI\II\:‘ |
I |
ﬁl [0 ashwirbamighoc shast: ~DS2KIop2016- 17 GroupRasedAuEhentication | ) nam: NamPle nam | 53 Maan Canecle v = |

Figure 7: Figure LZW communication

The base station sends an ack and receives the data and finds the destination.
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Figure 8: sending data to the destination.

The figure above illustrates the processing and sending of the data to the destination node.
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Figure 9: Improper Communication

When the keys don’t match the system makes that node as improper (Red color node) as shown in the above figure.
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Figure 10: Delay Evaluation
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The system optimizes the delays the blue line in the graph illustrates the proposed technique’s delays. The delay is lower
than the normal and authenticated technique.

Figure 11: Energy Evaluation

The energy required by the technique is much less than the normal method. As observed from the above graph it shows
that the system requires very less energy than the standard technique.

f) €3 #opications Places_system

Figure 12: Jitter Evaluation

The above figure illustrates the jitter and it shows that the optimized techniques have the best jitter.

) ) rwications _PucesSystem

Figure 13: PDR Evaluation.

The above figure illustrates the PDR and it shows that the optimized techniques have the best PDR.
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Figure 14: Throughput Evaluation

The above figure illustrates the throughput and it shows that the optimized techniques have the best throughput.

V. CONCLUSION & FUTURE SCOPE

In our work, we proposed an On Board Unit Based Authentication for V2V Communication in VANET which can
operate effectively with limited support of fixed infrastructure when there is a lack of it. Our proposed Scheme also
forms groups between vehicle-based on their mobility pattern to share traffic related information. The group leader
receives and authenticates the messages from the vehicles and then sends the aggregated information to the network
which reduces network overheads. By this scheme, the privacy of vehicles is also protected. But most importantly, it
drastically reduces the overhead on TA as neither the TA have to store all the key pairs for revocation purpose nor the
TA have to authenticate each vehicle. Also, less dependency on fixed infrastructure results in reduced cost, as the
infrastructure needed for VANET will take a lot of time in coming days to be fully implemented, till then our scheme can
be an effective way to authentic vehicles.

Although our work only deals with Authentication of the message, there is considerable concern regarding there liability
of messages and subsequent evaluation for revocation. So this work can be further extended for checking there liability of
messages as well as the design of parameters for an efficient certificate revocation procedure.
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