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Abstract — Large-scale sensor networks are deployed in numerous application domains, and the data they collect are used in
decision-making for critical infrastructures. Data are streamed from multiple sources through intermediate processing nodes
that aggregate information. A malicious adversary may introduce additional nodes in the network or compromise existing
ones. Therefore, assuring high data trustworthiness is crucial for correct decision-making. Data provenance represents a key
factor in evaluating the trustworthiness of sensor data. Provenance management for sensor networks introduces several
challenging requirements, such as low energy and bandwidth consumption, efficient storage and secure transmission. In this
paper, we propose a novel lightweight scheme to securely transmit provenance for sensor data. The proposed technique relies
on in packet Bloom filters to encode provenance.
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l. INTRODUCTION

Sensor networks are becoming increasingly popular in numerous application domains, such as cyber physical
infrastructure systems, environmental monitoring, power grids, etc. Data are produced at a large number of sensor node
sources and processed in-network at intermediate hops on their way to a base station that performs decision-making. The
diversity of data sources creates the need to assure the trustworthiness of data, such that only trustworthy information is
considered in the decision process. Data provenance is an effective method to assess data trustworthiness, since it
summarizes the history of ownership and the actions performed on the data. Recent research highlighted the key
contribution of provenance in systems where the use of untrustworthy data may lead to catastrophic failures e.g. SCADA
systems for critical infrastructure. Although provenance modeling, collection, and querying have been investigated
extensively for workflows and curated databases, provenance in sensor networks has not been properly addressed.

1. PROBLEM STATEMENT

Data provenance represents a key factor in evaluating the trustworthiness of sensor data. Provenance
management for sensor networks introduces several challenging requirements, such as low energy and bandwidth
consumption, efficient storage and secure transmission. In this project, we are proposing a novel lightweight scheme to
securely transmit provenance for sensor data. If both level of security is right, then client will give apportion as indicated
by smart card. Apportion will disperse utilizing dc motor and after circulation through 10T innovation message will send
to approve individual. Individual will see that message on Mobile/PC in graphical way utilizing web. If any level fizzles,
buzzer will ready as sign and picture of brilliant card will send to approve individual PC/Mobile.
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V. PROPOSED SYSTEM

We are designing a provenance encoding and decoding mechanism that satisfies security and performance needs.
We propose a provenance encoding strategy whereby each node on the path of a data packet securely embeds provenance
information within a Bloom filter (BF) that is transmitted along with the data. Upon receiving the packet, the BS extracts
and verifies the provenance information. We also devise an extension of the provenance encoding scheme that allows the
BS to detect if a packet drop attack was staged by a malicious node.

We use only fast message authentication code (MAC) schemes and Bloom filters, which are fixed-size data
structures that compactly represent provenance. Bloom filters make efficient usage of bandwidth, and they yield low
error rates in practice. We formulate the problem of secure provenance transmission in sensor networks, and identify the
challenges specific to this context. We propose an in-packet Bloom filter (iBF) provenance-encoding scheme.

ADVANTAGES OF PROPOSED SYSTEM:

Lo

Our design is efficient techniques for provenance decoding and verification at the base station.

2. We extend the secure provenance encoding scheme and devise a mechanism that detects packet drop attacks
staged by malicious forwarding sensor nodes.

3. We perform a detailed security analysis and performance evaluation of the proposed provenance encoding
scheme and packet loss detection mechanism.

4. We only require a single channel for both transmission channels for data and provenance.
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V. SYSTEM ARCHITECTURE

Provenance Provenence
Encoding " Decoding

__transmission
Sensor data

Sender Node 0 Node1 BaseStation

Provenance Provenance
Verification Collection

Figure 5.1. Block diagram of system architecture

VI. MATHEMATICAL MODEL

Let W be the whole system which consists:
W= {IP, PRO, OP}
IP is the input of system.
IP={BS,G,N,L,K,H,d,ID,V,E,S, BF}.
Where,
1. Let BSis the Base Station which collects data from network.

2. LetGisthe graph, G(N,L)
Where, N is the set of nodes.
N = {ni|, 1 <i < |NJ} is the set of nodes,
And L is the set of links, containing an element li ,j for each pair of nodes ni and nj that are communicating
directly with each other.
3.  Kiis set of symmetric cryptographic key

4. His a set of hash functions
H={h1, h2, .., hk}.
5. Eis edge set consists of directed edges that connect sensor nodes.

6. disthe set of data packets,

Let G is acyclic graph G(V,E) where each vertex v € V is attributed to a specific node HOST(v) = n and represents

the provenance record (i.e. nodelD) for that node.
Each vertex in the provenance graph is uniquely identified by a vertex ID (VID) which is generated by the host node

using cryptographic hash functions.
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VIII. CONCLUSION

We addressed the problem of securely transmitting provenance for sensor networks, and proposed a light-weight
provenance encoding and decoding scheme based on Bloom filters. The scheme ensures confidentiality, integrity and
freshness of provenance. We extended the scheme to incorporate data-provenance binding, and to include packet
sequence information that supports detection of packet loss attacks. Experimental and analytical evaluation results show
that the proposed scheme is effective, light-weight and scalable. In future work, we plan to implement a real system
prototype of our secure provenance scheme, and to improve the accuracy of packet loss detection, especially in the case
of multiple consecutive malicious sensor nodes.
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