Impact Factor (SJIF): 5.301

International Journal of Advance Research in Engineering, Science &
Technology

e-ISSN: 2393-9877, p-ISSN: 2394-2444
Volume 5, Issue 4, April-2018

Attribute based Storage to avoid duplicate files on cloud

Chinmay Patil*, Shubham Kasabe? Ronik Mahajan®, Ajay Indani* , Prof. V.V. Waykule®

! Student, Department of Computer Engineering, AISSMSCOE, Pune. Maharashtra, India
2 Student, Department of Computer Engineering, AISSMSCOE, Pune. Maharashtra, India
® Student, Department of Computer Engineering, AISSMSCOE, Pune. Maharashtra, India
* Student, Department of Computer Engineering, AISSMSCOE, Pune. Maharashtra, India
® Assistant Professor, Department of Computer Engineering, AISSMSCOE, Pune. Maharashtra, India

Abstract — Attribute-based cryptography (ABE) has been wide utilized in cloud computing wherever information{a
knowledge|an information} supplier outsources his/her encrypted data to a cloud service supplier, and may share the
information with users possessing specific credentials (or attributes). However, the quality ABE system doesn't
support secure deduplication, that is crucial for eliminating duplicate copies of identical information so as to avoid
wasting space for storing and network information measure. During this paper, we tend to gift an attribute-based
storage system with secure deduplication in an exceedingly hybrid cloud setting, wherever a non-public cloud is
accountable for duplicate detection and a public cloud manages the storage. Compared with the previous information
deduplication systems, our system has 2 benefits. Firstly, it may be used to confidentially share information with users
by specifying access policies instead of sharing cryptography keys. Secondly, it brings home the bacons the quality
notion of linguistics security for information confidentiality whereas existing systems solely achieve it by process a
weaker security notion. Additionally, we tend to place forth a technique to switch a ciphertext over one access policy
into ciphertexts of an equivalent plaintext however underneath different access policies while not revealing the
underlying plaintext.

INTRODUCTION

Cloud computing greatly facilitates knowledge suppliers UN agency need to source their knowledge to the cloud while
not revealing their sensitive knowledge to external parties and would love users with sure credentials to be able to access
the information. this needs knowledge to be keep in encrypted forms with access management policies such nobody
except users with attributes (or credentials) of specific forms will rewrite the encrypted knowledge. An coding technique
that meets this demand is named attribute-based coding (ABE), wherever a user’s personal secret's related to an attribute
set, a message is encrypted beneath an access policy (or access structure) over a collection of attributes, and a user will
rewrite a ciphertext with his/her personal key if his/her set of attributes satisfies the access policy related to this
ciphertext. However, the quality ABE system fails to attain secure deduplication, that could be a technique to avoid
wasting cupboard space and network information measure by eliminating redundant copies of the encrypted knowledge
keep within the cloud. On the opposite hand, to the simplest of our data, existing constructions for secure deduplication
aren't engineered on attribute-based coding. Notwithstanding, ABE and secure deduplication are widely applied in cloud
computing, it might be fascinating to style a cloud storage system possessing each properties.
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I PROBLEM STATEMENT

Attribute-based cryptography (ABE) has been wide employed in cloud computing wherever knowledge{|a knowledge|an
information} supplier outsources his/her encrypted data to a cloud service supplier, and might share the information with
users possessing specific credentials (or attributes). However, the quality ABE system doesn't support secure
deduplication, that is crucial for eliminating duplicate copies of identical knowledge so as to avoid wasting cupboard
space and network information measure.

We gift an attribute-based storage system with secure deduplication during a hybrid cloud setting, wherever a personal
cloud is chargeable for duplicate detection and a public cloud manages the storage.

. LITERATURE REVIEW

Title: A Ciphertext-Policy Attribute-Based Encryption Based on an Ordered Binary Decision Diagram

Authors: Long Li, Tianlong Gu, Liang Chang, Zhoubo Xu, Yining Liu, Junyan Qian

Improves potency and capability within the expression of access policies, however additionally reduces the most
computation of the KeyGen algorithmic program, the scale of secret key and therefore the main computation of the
rewrite algorithmic program to constants, so taking off their relationships with the quantity of attributes. Besides, the

potency of the encipher algorithmic program and therefore the size of ciphertext also can be improved.

Title: ClouDedup: Secure Deduplication with Encrypted Data for Cloud Storage

Authors: Pasquale Puzio, Refik Molva, Melek Onen, Sergio Loureiro

A secure and economical storage service that assures block-level deduplication and knowledge confidentiality at a similar
time. though supported confluent secret writing, ClouDedup remains secure because of the definition of a part that

implements a further secret writing operation associate degreed an access management mechanism.

Title: Improving Security and Efficiency in Attribute-Based Data Sharing
Authors : Junbeom Hur
The performance and security analyses indicate that the projected theme is economical to firmly manage knowledge|the
infolthe information} distributed within the data sharing system.
1. EXISTING SYSTEM

In the existing system the cloud service supplier, and may not share the infomation with users possessing specific
credentials (or attributes).
In the existing system the quality ABE system doesn't support secure deduplication, that is crucial for eliminating
duplicate copies of identical information so as to save lots of cupboard space and network information measure.

V. MATHEMATICAL MODEL

System =S {lI, P, O}

Input - |
U= Users
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F = Files

F={f ffs......... , T}
Process — P

Step 1

User upload the files ‘f” and select the access policy © a,’ file as well as time period ‘t,” for accessing file

F = {fiapty, fapty,. ... Frdpnton}

Step 2

File tag generated ‘T’ by using SHA-1 algorithm

TOF=T(F)

Step 3

Key is generated (k)

K->F

Step 4

Check deduplication (D) by checking tag is exist in database server or not
i.e.D=Te(T(F)

if(T=T(F))

“File does not exist”

else

“file exist”

i.e. TtT (F)

then encrypt file by using AES algorithm with key.

Output - O

If file does not match with database server file then only file is stored on cloud

V. ARCHITECTURE DIAGRAM OF SYSTEM

Data owner If fileis duplicate then

proof of storage

- 5
Upload file with

attribute, access policy,
time, deduplication

=
\ /

\ Cardiologist General Hospital
Life
institute

Scientist

users request

Attribute
authority

Private key
Attribute, time
period, Prk

Figure 4.2. Architecture diagram
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VI. HARDWARE REQUIREMENT

System Processors : Core2Duo
Speed : 2.4 GHz
Hard Disk : 150 GB

VII. ADVANTAGES

= \We present an attribute-based storage system that supports secure deduplication.
= \We propose an approach based on two cryptographic primitives, including a zero-knowledge proof of
knowledge and a commitment scheme, to achieve data consistency in the system.
®m  Time based and access policy is given by original owner of file who uploads the data.
VIII. DISADVANTAGES

m  System does not support video and audio files.

IX. APPLICATION

e Toavoid overhead
e Organization use this system to avoid duplicate file
e To save memory
X. CONCLUSION AND FUTURE SCOPE

In our system owner transfers the file with the attributes and access policy, accessing time, then transfers file check for
checking whether the file is duplicate or not. On this if file is duplicate then the owner of the file will get proof of
possession and if file is original then store it on cloud and once user request for file attribute authority can check the
attributes of user then solely user can get key to access the file from cloud. The application will enable us to avoid
redundant files in cloud which leads to save of storage space and network bandwidth. Also it improves the security
notion as encryption algorithms are used and the misuse of files can be avoided as the sharing of files or data with other
users is done by specifying the access policy rather than the decryption keys.
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