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Abstract — Most of the files sharing systems are using symmetric key based authentication system where password is
provided by the separate communication channel but this is cumbersome and some time lead to guessing the password and
opening the file by unintended person. There is a need of technique in which the authentication and the file encryption can be
possible effectively. In this paper we have given a solution based on asymmetric encryption based file sharing and
authentication system for the users where keys can be generated through the system software and distributed to users by the
administrator. The solution is provided with the use of various open source operating systems and file sharing systems.
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. INTRODUCTION
With the help of the internet it is easy to share the files but as every technology has its own pros and cons the file
sharing with internet has also its vulnerability. For any security system the main need is Privacy, Authenticity, Integrity
and Non-repudiation (P.A.I.N).[1]

Privacy relates that data or file being transferred cannot be accessed by the unauthorized parties. Authenticity relates
that the authenticated person only should be able to access the data. Integrity relates to the data is not modified by the
unauthorized parties when data is in transit. Non-repudiation means the sender should not able to deny that message is sent
by them.[1]][2]

Traditionally files were sent without encryption but due to security concern the encryption of file came in picture. To
secure the file sharing system there were many cryptographic algorithms had been developed.

There are mainly two types of cryptographic systems are used based on their key distribution system. The mainly used
encryption system is symmetric key based encryption system where the sender and receiver are using the same key to
encrypt and decrypt the file and communication. The main problem is that those who have the key can decrypt the
message.[2] Main problem of this type of cryptographic algorithm is sharing of key. So for secure transmission of the key
one extra communication channel is used to share the key. But the main problem is it is easy to crack this password with
brute force attack and man in the middle attack. [3] The main advantage of the symmetric key cryptography is it gives
better privacy but it is not capable to solve the issues like authenticity, integrity and non-repudiation. [4] So there is a need
of new type of authentication system that can provide authentication that the client or user is authorized, integrity of file is
maintained and the non-repudiation. The perfect solution for P.A.I.LN is Asymmetric key based encryption system with
digital certificate and digital signature. [5] The concept of the digital certificate is widely used by server to authenticate
client. The mainly used this type of scheme is known as SSL or TLS services. The main problem in this type of system is
the generation and the distribution of the key.[6] Many organizations have provided hardware based solution of it but it is
not scalable. In this paper we have given the solution for the file transmitting service which is based on asymmetric key
cryptography and is scalable for the large user and completely software based key generation. This system will transfer the
file in encrypted form so that the intruder cannot be able access it.[7][8]

I1. PRAPOSED ALGORITHM FOR AUTHENTICATION

For the sharing of file in a network with security we have proposed a system with more secured system and is
developed by open source tools. It is easy to implement.
My research is based on four steps:
Establish a Browser based File Sharing System
Create an Authentication system based on Asymmetric key
Redirect all traffic to https from http
Restrict attacks on file sharing system ( Make secured file sharing system )
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In this project we have taken “Owncloud” which is an open source framework for the access & sharing of files,
calendar, contacts, mail etc. Now we have installed it in cent os 7 which is a open source operating system from redhat.

[91[10]

In owncloud there is a database of USERs, Groups and password which can be managed by network
administrator. As shown in the figure when client want to access owncloud server than he/she will make a request to the
server with browser, if the request is HTTP than it will be redirected to HTTPS. For that we have to create a ssl certificate
and give the path of that certificate to the configuration file of the web server.

Clients have to enter username and password. System will match that with username and hash of password stored in
server. If both match than User will grant access but if the attempt is failed than system will count continuous failed
attempts. If the total failed attempt is 4 (Here | have taken 4 but you can set according to your need) the authentication
system will block the ip for particular time (Period can be set according to your need). [11]

The complete procedure is shown in the flow chart.
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Fig.1 Flow Chart\ )

For the security of the owncloud we have created a jail in fail2ban which will analyze the logs and ban the client
if it will perform malicious activity.[12] For log generation modify the source code of the owncloud as given in figure:

kuntal@localhost:fhome/kuntal

File Edit Wieww Search Terminal Help

GMNU narmno 2.3 .1 D Swvars A EmL o i o figlsconfig.php Modified
=7php
FCOMFIG = array

‘updatechecker' == false,

‘instanceid' == ‘'occI3E&ygdnggdibf’ |

'passwordsalt' == 'PwSEPAZ9ALLMERgWSM]KSTRPSFAHMNEL ' |

'secret' == 'PDIQTwBIE2mXj+howS9Ljl fkgS8d4rtZsSDay LAY lbe7AY JwiaVwa ' |

'trusted_domains' ==
array
B == 'localhost',
1 == '"172.16.224_.120"
2 == '"172.16.224_130"
32 == '"172.16.224_1320"
4 == ‘'www.localhost "',
).
‘datadirectory ' == 'JVvar S www,/ html owncloud sdata"' ,
'overwrite_.cli.urkl' == 'http:./ lLocalhost owncloud"',

‘dbtype' == 'sglite3',

‘wersion' == 'S.1.4.2°',

‘logtimezone' == 'UTC',
BE Get Help @ WriteOut [BE Read File Qg Prev Page @ Cut Text @ cur Pos
e Excit B Justify WYl Where Ts [l MNext Page (gl UnCut Textigl To Spell

Fig.2 Source code madification of owncloud
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kuntal@localhost:/home/S/lkuntal = (=] b4

File Edit Wiena Search Terminal Help

2 == '172.18.224 120",
2 == '172.18.224 120",
g4 == 'www.lLocalhost ',

'datadirectory ' == 'JYwvar/S/www/ /html  owncloud/data’' .,
'overwrite . .cli . ourlt' == 'http::/sSlocalhost S owncloud!’
'dbhtype' == 'sqliteZ'.

'version' == 'S_.1.4.2"',

'"LTogtime=zone ' == 'UTC',

'installed' == trus,

'‘'mail__from_address' == 'kuntal',

'mail_smtpmode' == 'php'.

'mail_domain' == 'google.com',

Prev Pagse md Cut Text e Cur Pos
Mext Page gl UnCut Text To Spell

Get Help e WriteOout e R=ad File
Exit el Justifty m where Is

o F_lg 3: Source code modification of owncloud

For the analysis of the log, a jail and filter of fail2ban is created with given command as given in figure 4.

kuntal@ localhost:fetcffailZ ban = (=] >

File Edit Wi Search Terminal Help

GMU nano
#F dnterpolation to the chosen action shortcut (=.4g9. actiorn_mw, actiorn_mwl, etc$
# globally (section [DEFAULT]) or per specific section
action = S(action_)s
#
# JATILS
#
#
# Jail for Owncloud By Kuntal

[ownclouwud]

cenablaed = trus

filter = owncloud

port = https

Togpath = /var/log/owncloud.log.

WriteOut Wme FRead File Prev Page gl Cut Text
Bl Justify ml Where Is Mext Page gl UNCut Text

Fig.4 Jail modification

Cur Pos
To Spell

For the generation of the filter add the following file in the filter directory of the fail2ban:
[Definition]

failregex={"reqgId":".*","remoteAddr" :"<HOST>", "app":"core", "message":"Login
failed: .*","level”:2,"time":".*"}
kuntal@localhost:fetc/failZ ban - =] >

File Edit Wiew Search Terminal Help
GMNL nano 2.3 .1 i TailZbans/Tilter

HEHFEEHE

#HEHFHEFHF Filter for owncloud
L

#Created by Kuntal

[Definmnition]
Tailregex={"reqld"::" _*", "remotelAddr" ::"=HOST=", "app" :"core" , "message" :"Login fTai%

Get Help e wWriteOout my F=ead File Frev Page gl Cut Text s Cur Pos
Exit el Justify ml Wwhere Is Mext Page gl UNnCut Text To Epell

Fig.5 Generation of filter in fail2ban
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Depending on the number of failed attempts the user will be banned for predefined time.

IV. EVALUATION AND ANALYSIS

By modifying source code of the web server all http traffic can be redirected to the https. It creates encrypted channel
which will secure the data in transmission. Asymmetric key based authentication system will provide the services to the
authenticated user only. If any attacker tries to guessing the password he will be blocked for some predefined time period
as shown in fig 6:

kuntali@ localhost:fetc/failZ ban = [=] b4

File Edit A=A Search Terminal Help
[root@localhost faillZban]# faillZban-client status owncloud

Status for the jail: owncloud

| - Filter

| | - Currently failed: @

| | - Total fTailed: =

| Y- File list: AvarsSlogsSownc loud . Log

- Actions
| - Currently banned: 1
| - Total banned: 1
T - Banned IP list: 172 .16 .2249 .1
[root@localhost failZbanl# B

Fig.6: Report of blocked IP
B - | o

N 17216224120 x
A~

< C | ® httpsi4172.16.224.130 fowncloud index.phpoginfuser=kuntal +r

(=

This site can’t be reached
172.16.224.130 took too long to respond.

Try
= Checking the connecticon
= Checking the proxy and the firewall
= Running Windows Network Diagnostics

ERR_COMNMECTION_TIMED_QUT

Fig.7 Error shown in the attacker’s machine

There some predefined modules in the fail2ban which can prevent the web server from different type of attacks like
Denial of Service, Bad bots, no script and other.

V. CONCLUSION AND FUTURE WORK

Files sharing systems that are using symmetric key based authentication system where password is provided by the
separate communication channel but this good for the privacy but not provides authenticity, integrity and nonrepudiation.
This paper provides authentication system which is based on asymmetric key cryptography and software based certificate
generation technique which is easy to implement and more secured. Encrypting the channel will provide protection from
the unauthorized discloser of the file. With the use of fail2ban the log analysis is easy and the attacks like brute-force and
dos can be prevented.
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